UNITED STATES MARINE CORPS
MARINE CORPS BASE
QUANTICO, VIRGINIA 22134-5001

MCBO P5510. 1B
B 054
3 Dec 01

MARI NE CORPS BASE ORDER P5510.1B w/ Ch 1

From Commandi ng General, Marine Corps Base, Quantico, VA
(B 054)
To: Di stribution List

Subj: DEPARTMENT OF NAVY | NFORVATI ON AND PERSONNEL SECURI TY
PROGRAM

Ref:  (a) SECNAVI NST 5510. 30A
(b) SECNAVI NST 5510. 36
(c) OPNAVI NSNT C5510. 93E ( NOTAL)
(d) MCO P5510. 18A
(e) JAG NST 5800. 7C
(f) DoD 5220.22-M
(g) OPNAVI NST 5513. 1E ( NOTAL)
(h) OPNAVI NST 5513. 10B ( NOTAL)
i) SECNAVI NST 5720. 44A
SECNAVI NST 5212. 5D
NCPCI NST 5521.1 ( NOTAL)
MCO P1070. 12K
MCO P1080. 40B
DoD 5210. 2 ( NOTAL)
OPNAVI NST C5510. 101 ( NOTAL)
OPNAVI NST S5511. 35 ( NOTAL)
SECNAVI NST 5212. 5D
MCBO 5210. 2A
MCBO 5230. 3
MCO 5510. 17

S —
N N

NN NN NN NN NN NN
Eots
N N’

W0 - O0OT O S

N N N N N N N

Encl : Locat or Sheet

~
=
N—r”

1. Purpose. To provide Marine Corps Base (MCB), Marine Corps
Conbat Devel opnent Command (MCCDC) and tenants covered by Inter
Servi ce Support Agreenents (ISA) wth the regul ations and

gui delines for managing classified informati on and personnel
security per the references.

2. Cancel | ati on. MCBO P5510. 1A




MCBO P5510. 1B
3 Dec 01

3. Objective. To ensure maximumuniformty and effectiveness in the
application of the Informati on and Personnel Security Program aboard
MCB, Quanti co.

4. Summary of Revision. This manual contains nodifications designed
to clarify and provide a nore conprehensive understanding of the

I nformati on and Personnel Security Programas it pertains to the

m ssion of this Base and its activities.

5. Recomendations. Recomendations concerning the Information and
Personnel Security Programare invited and may be submitted to the CG
MCB (B 054) via the appropriate chain of command.

6. Certification. Reviewed and approved this date.

DAt

D. L. WRIGHT
Chi ef of Staff

DI STRI BUTI ON: | NTERNET



UNITED STATES MARINE CORPS
MARINE CORPS BASE
QUANTICO, VIRGINIA 22134-5001

MCBO P5510.1B Ch 1
B 054
19 Nov 03

MARI NE CORPS BASE CORDER P5510.1B Ch 1

From Commander
To: Di stribution List

Subj : DEPARTMENT OF NAVY | NFORMATI ON AND PERSONNEL SECURI TY
PROGRAM

Encl : (1) New page inserts to MCBO P5510. 1B
1. Purpose. To transmt new page inserts to the basic O der.

2. Action. Renove pages iii, 19-1, 19-3, and 19-4 and replace with
t he correspondi ng pages contained in the encl osure.

3. Change Notation. Paragraphs denoted by an asterisk (*) synbol
cont ai n changes not previously published.

4. Filing Instructions. File this Change transmttal inmediately
foll owi ng the signature page of the basic O der.

T

R T. BR
Chi ef of Staff

DI STRI BUTI ON: | NTERNET
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LOCATOR SHEET
Subj: DEPARTMENT OF THE NAVY | NFORMATI ON AND PERSONNEL SECURI TY
PROCGRAM

Locati on:
(I'ndicate the location(s) of the copy(ies) of this Mnual.)

Encl osure (1)
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CHAPTER 1

| NTRODUCTI ON TO THE | NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

1000. BASIC PCOLICY. The Marine Corps Base (MCB) Information and
Personnel Security Programis established in conpliance with the
Department of the Navy (DON) Programto ensure that information

cl assified under the authority of Executive Order 12968 is protected
from unaut hori zed di scl osure and that appoi ntnent of civilian

enpl oyees, acceptance or retention of mlitary personnel in the Navy
and Marine Corps and granting access to classified information or
assignment to sensitive duties is clearly consistent with the
interest of national security and in conpliance with Executive O der
10450, Security Requirenents for Governnent Enpl oyees, Departnent of
Def ense (DoD) 5200.2-R, DoD Personnel Security Program Regul ati ons.

1001. AUTHORI TY

1. The CG MCB is responsible for establishing and mai ntaining an
| nformati on and Personnel Security Programin conpliance with
reference (a) and (b).

2. The responsibility for the security and proper handling of
classified material extends directly to the individual having

know edge or possession of such material and to activity heads within
whose purview classified material is utilized.

3. Individual requests for guidance or interpretation of this manual

shoul d be addressed to the CG MCB (B 054). Attn: Command Security
Manager .

1002. APPLICABILITY

1. Thi s manual establishes coordi nated policies for the security of
classified information and for personnel security matters
i ncorporating the policies of numerous DoD/DON Directives. It is not

expected that these directives will or can ensure absolute security
at this Base. Rather, they permt the acconplishnment of essenti al
tasks while affording selected itens of information reasonable
degrees of security wth a mninmum ri sk.

1-3



1003 | NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

2. As this manual establishes coordinated policies for maintenance
of the Information and Personnel Security Programit is applicable to
all organi zations and activities stationed aboard this Base.

Ref erences (a), (b) and this manual will provide the basis for
handling the Information and Personnel Security Program aboard this
Base.

1003. RESPONSI BI LI TY FOR COVPLI ANCE

1. Activity heads are responsible for conpliance with and
i npl enmentation of this manual within their activity.

2. Each individual, mlitary or civilian, in or enployed by the Navy
or Marine Corps, is responsible for conpliance with this manual in
all respects.

3. Al activities that hold, handle or otherwi se cone in contact
with classified information will at a m ni nrum have on hand and
mai ntain references (a), (b) and this manual .

1004. SPECI AL ACCESS PROGRANS (SAP). These prograns will be handl ed
per the guidelines contained in SECNAVI NST 5510. 30A, 5510. 36 and
other directives. The Base Special Security Oficer (SSO wll act
as coordinator for the SAPs and sensitive conpartnented information
in cooperation with the CG MCB (B 054).

1-4
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CHAPTER 2

COMVAND SECURI TY MANAGEMENT

2000. BASIC POLI CY

1. Termnology. "Command" is used as a generic termfor any

organi zational entity and may include a base, station, unit,

| aboratory, installation, facility, center, activity, detachnent,
squadron, ship, etc. "Conmanding O ficer" is used throughout this
regul ation as a generic termfor the head of any DON command and

i ncl udes commander, conmmandi ng general, director, officer in charge,
etc.

2. Commandi ng officers/directors/activity heads are responsible for

conpliance with and the inplenentation of the DON I nformation and
Personnel Security Programw thin their organizations.

2001. BASE MANAGEMENT

1. The Information and Personnel Security Program establishes a
net wor k of personnel throughout this Base to supervise and ensure
effective security, control, and utilization of classified material.

2. To ensure proper handling and control of classified material, the
foll owi ng appoi ntnents by the CG MCB will be made in witing, setting
forth the requirenents that they be famliar with the specific
portions of SECNAVI NST 5510. 30A, SECNAVI NST 5510. 36 and ot her
directives as may pertain:

a. Command Security Manager — Supervisory Security Speciali st

b. Command Assistant Security Manager - Security Speciali st

c. Top Secret Control Oficer - Head, Classified Mterial
Control Center (CMCC).

d. Primary Custodian Cassified Material - Head, CMCC.

e. Responsible Oficer, Conmunications Security Material System
(CMB5) - Head, CMCC.

2-3



2002 | NFORVATI ON AND PERSONNEL SECURI TY PROGRAM
f. Electronic Keying Material Systens (EKMS), Manager/ Cust odi an
- Security Specialist, CMCC

g. Responsible Oficer, STUIIl COVSEC Keying Material Account -
Head, CMCC.

h. Custodi an, Naval Warfare Publications - Security Specialist,
CMCC.

i. North Atlantic Treaty Organization/Critical Nucl ear Wapons
Design Information Control O ficer - Head, CMCC

j. Contracting Oficer’s Representative (COR) — Comrand
Assi stant Security Manager.

k. Information Systens Security Manager (ISSM - Command
Security Manager.

. Special Security Oficer (SSO - Chief, Intelligence
Division, Marine Corps Intelligence Activity (MIA).

2002. APPO NTMENT OF ORGANI ZATI ONAL SECURI TY MANAGERS

1. In addition to the MCB Command Security Manager, one security
manager wll be appointed in witing for each mgjor activity. This
appointment will be a 0-4/GS-11 or above who will be responsible for
the Informati on and Personnel Security Program which includes

i ndustrial security when appropriate. These managers wll serve as
di rect representatives of the Conmmand Security Manager. As such,
they will keep the Command Security Manager informed of all security
viol ations and/or related problens. Each newy appointed security
manager will be enrolled in (and have conpleted within 6 nonths) the
prescribed “Security Managers” training course offered by the
Personnel Security Ofice (PSO, Security Branch.

2. An appointing letter will be prepared for individuals serving in
security functions, with a copy forwarded to the Command Security
Manager (B 054). Figure 2-1 is a sanple appointnent letter. Security
managers will further comply with the duties and responsibilities as
prescribed in Chapter 2 of SECNAVI NST 5510. 30A and SECNAVI NST 5510. 36.

2-4



| NFORMATI ON AND PERSONNEL SECURI TY PROGRAM 2003

3. Al activities identify as Secondary Control Points (SCP) will also
desi gnat e personnel who are authorized to receipt for classified
material. Names |listed as personnel authorized to receipt for
classified material (figure 2-2) nust also be |listed on at |east one of
the unit(s) SF 700 envel ope(s) (figure 13-1)

2003. OIHER APPO NTMENTS

1. Each activity that anticipates the possibility of handling or
view ng Top Secret information will appoint a Top Secret Contr ol
Oficer (TSCO in witing. Individuals appointed nust be an E-7/GS-
07 or above and have a final Top Secret security clearance and
access. Additional requirenents and duties of the TSCO are set forth
in Chapter 2 of SECNAVI NST 5510. 30A, which will be referenced in the
| etter of appointnent, with a copy to the CG MCB (B 054). Figure 2-3
is a sanple appointnent letter.

2. Activity heads may, as needed, designate Top Secret Contr ol

Assi stants. Personnel so designated nust be an E-5/GS-05 or above
and have been granted a final Top Secret security clearance and
access. The requirenments and duties of the assistant are contained
in chapter 2 of SECNAVI NST 5510. 30A, which will be referenced in the
| etter of appointnment, with a copy forwarded to the CG MCB (B 054).
The designation of a Top Secret Control Assistant does not relieve
the TSCO of any responsibility for the control and protection of Top
Secret material.

3. Activity heads that hold classified material will appoint a
classified material custodian in witing. Individuals so assigned
are responsi ble for ensuring that the control, handling, and security
procedures for classified material within their respective activities
are conducted per the provisions of SECNAVI NST 5510.36 and this
manual . A custodi an appointed by the activity nust be an E-4/GS-05
or above and conplete training by the Command Security Manager (B
054) prior to assumng the unit's classified holdings. Criteria,
requi renents, and duties will be referenced in the letter of
appointnment, with copies forwarded to the Command Security Manager (B
054). Figure 2-4 is a sanple appointnent letter.

4. Per reference (b), each activity involved in processing data in an
automated information system (Al'S) nust designate, in witing, an

I nformation Systens Security Oficer (1SSO. The requirenents and
duties of the ISSO are contained in chapter 2 of SECNAVI NST 5510. 36
The 1SSO w Il be responsible to the organi zational security manager for

2-5
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protection of information, regardl ess of the classification, being
processed on the AIS. The ISSO will be responsible for inplenmenting
and mai ntaining informati on system and network security requirenents.
Addi tionally, each major sub-element of the activity will appoint an

| nformati on Systens Security Coordinator (1SSC) to assist the |1 SSO and
act as the end-user point of contact. Copies of the appointnent
letters will be forwarded to Conmand Security Manager (B 054). Figures
2-5 and 2-6 contain sanple appointnent letters.

2004. SECURI TY MANAGEMENT/ SPECI AL SECURI TY OFFI CER COORDI NATI ON

1. The appointed SSO is responsible for the operation of the
Sensitive Conpartnented Information Facility (SCIF) and the security,
control, and utilization of Sensitive Conpartnented Information (SCl)
at this Base. Refer all matters relating to SCI or SSO requirenents
to the SSO

2. Although the SSO runs the SCI program i ndependently fromthe MCB

I nformati on and Personnel Security Program there will be cooperation
and coordi nati on between the two, especially in regards to

i nvestigations and clearances. The SSO is responsible for initiating
i nvestigations for SCI clearances and access. The SSO wi |l advise the
CG MCB (B 054) that an investigation has been initiated by providing a
copy of the investigation request as a tickler for the official record
and advise the CG MCB (B 054) when results have been finally

adj udi cated. The CG MCB (B 054) in turn will keep the SSO advi sed of
any information relating to an individual in the SCI Program or of
changes to security policy and procedures that may inpact an SCl
Program

2005. | NTER- SERVI CE SUPPORT ACREEMENTS (I SSA)

1. In that overall security aboard the MCB, Quantico is the
responsibility of the CG MCB security servicing of various tenant
activities will be perforned pursuant to | SSA's. These services w ||l
be coordi nated through the MCB Security Manager.

2. Tenant activity heads wll keep the CG MCB (B 054) inforned of

any matters that may have a direct affect on the security procedures
of this Base.

2-6
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2006. COWAND SECURI TY PROCEDURES. Each activity aboard this Base and
its tenant activities will publish witten procedures specifying how
the requirenments of SECNAVI NST 5510. 30A, SECNAVI NST 5510.36 and this
manual will be acconplished. Necessary changes will be witten as
required to reflect changes in the activity's functions. Each
activity's security procedures will specify the responsibilities of
appoi nted security personnel and procedures to be followed for the
control and handling of classified material. Partial guidelines for
command security procedures are contained in chapter 2, Exhibit 2A of
SECNAVI NST 5510. 36.

2007. EMERGENCY PLANS

1. Each activity that handles classified information wll devel op an
energency plan for the protection of classified material in case of
natural disaster, civil disturbance, or eneny action. This plan nust
be detailed with specific procedures and responsibilities. Emergency
destruction plans, if required, will be incorporated into the
energency plan. Accredited SCIF and desi gnated Special Security
Ofices will include SCI energency destruction plans as part of the
or gani zati onal energency pl an.

2. I n devel opi ng energency plans, the guidance contained in chapter
2 exhibit 2B of SECNAVI NST 5510.36 will be utilized.

2008. | NSPECTI ONS AND REVI EW

1. Commanding officers/directors are responsi ble for evaluating the
effectiveness of the Information and Personnel Security Program
wi thin their organizations.

2. Inspections wll be conducted by qualified personnel who wl|l
inquire into overall security managenent and procedures for

cl assificati on managenent, accounting and control of classified

i nformation, physical protection of classified information, personnel
security, and security educati on.

3. The Command Security Manager (B 054) will conduct two fornal

i nspections annual |y, one schedul ed announced and one spot inspection
unannounced. Use exhibit 2A of this manual as a preparation guide.

2-7
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4. Security inspections of areas where classified material is

mai ntai ned will be conducted at the close of each working day by either
t he custodi an or assistant custodian of classified material to ensure
that all classified material (to include classified waste), is accounted
for and properly stored in approved security containers, and that al
such containers are | ocked. Additionally, all doors and w ndows wll be
secured. Standard Fornms 701 and 702 (figures 2-7 and 2-8) wll be
utilized to record the fact that the inspection was conducted and by
whom  For standardization purposes, all forns wll have weekends and
hol i days highlighted in yell ow and conpl eted per the exanpl es given.

Al so see paragraph 14008.

2009. UNANNOUNCED SECURI TY | NSPECTI ONS

1. Unannounced after-hours security inspections are conducted
periodically by security managenent personnel as an adjunct to
exi sting security prograns. These inspections are conducted to
advi se the CG MCB and activity heads of the real tinme security
practices that exist aboard the Base. Unannounced security

i nspections may al so be conducted during working hours at the
direction of the Command Security Manager.

2. Prior to comenci ng an unannounced after-hours inspection,
security managenent specialists will identify thenselves to the duty
officer/activity representative and request that the duty officer
enter in their log the nanes of the inspection party, tine inspection
begi ns and ends, and the results thereof. The duty officer wll
acconpany the inspection party on their inspection. Security
speci ali sts conducting the above inspections have instructions to:

a. Unlock and open for inspection such furnishings as desks,
cabi nets, |ockers, and other containers not designated for storage of
classified information, which could | ead to conprom se.

b. Check used carbon paper, typewiter ribbons, neno pads,
floppy disks, and simlar material for classified informtion.

c. Locate any classified material or information not properly
saf eguarded and deliver it to the duty officer in exchange for a
receipt. The duty officer is responsible for taking appropriate
measures to safeguard the classified material and correct security
hazards di scovered during the inspection.

2-8
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3. Unannounced i nspections conducted during normal working hours

wi |l be wal k-through cursory exam nations of office spaces to ensure
that classified material is not |left adrift or unattended and may

i ncl ude opening of safes for verification that unauthorized
classified material is not being stored.

4. The inspection results will be recorded and forwarded to the
activity head concerned by the Command Security Manager (B 054).

5. Organi zations will correct discrepancies as soon as possible on
all reported inspection results. Oganizations are required to have
on hand, all inspection report results and record the appropriate

corrective action taken for the last 2 years.

2010. COUNTERI NTELLI GENCE TECHNI CAL ASSI STANCE. Security nmanagenent
per sonnel provi de val uabl e assistance to activity heads in eval uating
exi sting security prograns or establishing requirenents for a new
security program Specialists acconplish this task by conducting
security surveys, evaluations, or courtesy inspections upon witten
request. These requests will be submtted to the CG MCB (B 054). In
addition to the above services, Technical Surveillance Counter-
measures inspections and Conprom sing Emanations inspections wll be
requested fromthe CG MCB (B 054) per the instructions contained in
OPNAVI NST C5510. 93.

2-9
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(Letter Head)

5510
(Originator Code)
(Dat e)
From Activity Head
To: | ndi vi dual Appoi nt ee
Subj : DESI GNATI ON OF SECURI TY MANAGER
Ref : (a) SECNAVI NST 5510. 30A
(b) SECNAVI NST 5510. 36
(c) MCBO 5510. 1B
1. In conpliance with the provisions of references (a), (b) and (c),

you are designated as the Security Manager for (Unit/Activity).

2. You are directed to famliarize yourself with the duties of the
Security Manager, utilizing paragraphs 2-3 and 2-4 of reference (a),
paragraph 2-2 of reference (b), and reference (c) were applicable in
t he performance of your duties.

3. Previous appointnments as Security Manager are revoked.

( S| GNATURE)

Copy to:
CG MCB (B 054)
Unit/Acty Scty Myr

Figure 2-1.--Sanple Security Manager Appoi ntnent Letter.
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(Letter Head)
5510
(Originator Code)
(Dat e)

From (Unit/Organi zation)
To: Commandi ng General, Marine Corps Base (B 054) (Attn:
Head, Classified Material Control Center)

Subj :  DESI GNATI ON OF AUTHORI ZED RECI PI ENTS FOR CLASSI FI ED
MATERI AL

Ref: (a) SECNAVI NST 5510. 36
(b) MCBO 5510. 1B

1. Per reference (a) and (b), the follow ng persons whose speci nen
si gnat ures appear bel ow are authorized to receipt for classified

mat erial for (Uni t/ Organi zati on) up to and including
t he classification indicated.

Nane/ G ade/ SSN Cl assification Si ghat ur e
Aut hori zed

2. This certificate cancels and supersedes all previous
certificates.

( SI GNATURE)
Copy to:
CG MCB (B 054)
Unit File

Figure 2-2.--Sanpl e Designation of Authorized Recipients
Classified Material Letter.
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(Letter Head)

5510
(Originator Code)
(Dat e)
From Activity Head
To: | ndi vi dual Appoi nt ee
Subj: APPO NTMENT AS TOP SECRET CONTROL OFFI CER
Ref : (a) SECNAVI NST 5510. 30A
(b) SECNAVI NST 5510. 36
(c) MCBO 5510. 1B
1. In conpliance with the provisions of reference (a), (b) and (c),

you are appointed as the Top Secret Control Oficer for (Unit/
Activity).

2. You are directed to famliarize yourself with the duties of the
Top Secret Control O ficer utilizing paragraph 2-10 of reference (a),
par agraph 2-3 of reference (b) and reference (c) were applicable in
t he performance of your duties.

3. Previous appointnments as Top Secret Control Oficer are revoked.

( S| GNATURE)

Copy to:
CG MCB (B 054)
Unit/Acty Scty Myr

Figure 2-3.--Sanple Top Secret Control Oficer Appointnment Letter.
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(Letter Head)
5510
(Originator Code)
(Dat e)

From Activity Head
To: | ndi vi dual Appoi nt ee

Subj:  APPO NTMENT AS CLASSI FI ED MATERI AL CUSTQDI AN

Ref: (&) SECNAVI NST 5510. 30A
(b) SECNAVI NST 5510. 36
(¢) MCBO 5510. 1B

1. In conpliance with the provisions of references (a) and (b), you
are appointed as the Cassified Material Custodian for (Unit/
Activity).

2. You are directed to famliarize yourself with the duties of the
Secondary Control Point Custodian utilizing paragraph 2-6.2 of
reference (a) and paragraph 2003.3 of reference (b) and ot her
directives as are required in the performance of your duties.

3. Previous appointnments as Classified Material Custodian are
revoked.

( SI GNATURE)
Copy to:

CG MCB (B 054)
Unit/Acty Scty Mr

Figure 2-4.--Sanpl e Secondary Control Point Custodian
Appoi nt mrent Letter.
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(Letter Head)
5510
(Originator Code)
(Dat e)

From Activity Head
To: | ndi vi dual Appoi nt ee

Subj: APPO NTMENT AS | NFORMATI ON SYSTEMS SECURI TY OFFI CER (I SSO)
Ref:  (a) SECNAVI NST 5239. 3

(b) SECNAVI NST 5510. 36

(¢) MCBO 5230. 3

1. Per the references, you are herby appointed as the Information
Systens Security O ficer for (Comrand/ Activity).

2. You are directed to famliarize yourself wth the duties of
| nformati on Systens Security O ficer, and ensure conpliance with all
I nformati on Assurance policies & procedures.

3. This letter supersedes all previous appoi ntnents.

( SI GNATURE)

Copy to:
CG MCB (B 054)
Unit/Acty Scty Mr

Figure 2-5.--Sanple Information Systens Security O ficer
Appoi ntment letter.

2-14



| NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

(Letter Head)
5510
(Originator Code)
(Dat e)

From Activity Head
To: | ndi vi dual Appoi nt ee

Subj: APPO NTMENT AS | NFORMATI ON SYSTEMS SECURI TY COORDI NATOR
(1SS0

Ref:  (a) SECNAVI NST 5239. 3
(b) SECNAVI NST 5510. 36
(c) MCBO 5230. 3

1. Per the references, you are hereby appointed as the Information
Systens Security Coordi nator for (Conmmand/ Activity).

2. You are directed to famliarize yourself with the duties of
I nformation Systens Security Coordinator, and ensure conpliance with
all Information Assurance policies & procedures.

3. This letter supersedes all previous appoi ntnents.

( SI GNATURE)
Copy to :

CG MCB ( B 054)
Unit/Acty Scty Mr

Figure 2-6.--Sanple Information Systens Security Coordi nator
Appoi nt ment Letter.
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SECURITY CONTAINER CHECK SHEET

SECURITY CONTAINER CHECK SHEET

(if required) (if required)
TO THRU

ROOM NO. BUILDING CONTAINER NO

FROM

CERTIFICATION

CERTIFICATION

I CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

| CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

.

MONTH/YEAR MONTH/YEAR
[} GUARD CHECK D GUARD CHECK
A OPENED BY CLOSED BY. CHECKED BY (If required) A OPENED BY CLOSED BY CHECKED BY (it required)
T T
E | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME E | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME | INITIALS | TIME
g
=]
E
2
g
~
~
x
§ _
©
I
R
702-101 STANDARD FORM 702 (8-85)

NSN 7540-01-213-7900

Prescribed h! GSA/ISO0
32 CFR 200

*U.S.GPO:1989-0-231-477

Figure 2-8.--Sanple Security Container Check Sheet.
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MCBO P5510. 1B

EXH BI T 2A

| NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

| NSPECTI ON CHECKLI ST

The references key is as follows, SECNAVI NST 5510. 30A ( PSP)
SECNAVI NST 5510. 36 (I SP) and MCBO 5510. 1B ( MCBO | PSP)

YES NO NA

1. Does the command hold the current edition of
SECNAVI NST 5510. 30A/ SECNAVI NST 5510. 367
MCBO P5510.1 (ISP 1-1) (MCBO | PSP 1003. 3)

COMVAND SECURI TY MANAGEMENT

2. Has the CO (PSP 2-13 ISP 2-1)

a.

Approved an energency plan for the protection
and destruction of classified information
(MCBO | PSP-2007)

Ensured that the security manager and ot her
per sonnel have received security education and
training? (ISP-2003) (MCBO | PSP-2002/2003. 3)

Ensured that personnel are evaluated on the
handl i ng, creation or nmanagenent of classified
i nformati on on performance eval uati on?

( SECNAVI NST 5510. 36 2-1.h)

3. To inplenent the ISP, has the CO designated in
witing a command?

a.

Security manager? (ISP 2-2 PSP 2-3) (MCBO
| PSP 2001. 2)

TSCO? (ISP 2-3 PSP 2-5) (MCBO | PSP 2001. 2)

Security assistant(s) and custodi an(s)
(ISP 2-4 PSP 2-6) (MCBO | PSP 2001. 2)

One or nore Contract O ficer

Representatives (COR)? (ISP 2-6 PSP 2-7)
(MCBO | PSP 2001. 2)

2A-1



YES NO N A

2A-2

4.

s the command’ s security nanager named and
identified to conmand personnel on conmand
organi zati onal charts, telephone listings,
rosters, or other nmedia? (ISP 2-2) (MCBO | PSP
4005)

Has the security manager:

a. Formul ated, coordi nated, and conducted a
Security Education Progranf? (ISP 2-2 PSP
2-3) (MCBO | PSP 4000. 3)

b. Kept command personnel abreast of all changes
in security policies and procedures?
(MCBO | PSP 2006)

c. Reported and investigated all security
threats and conprom ses? (MCBO | PSP 19000)

d. Pronptly referred all incidents, under their
jurisdiction, to the NCIS? (MCBO | PSP 19001)

e. Devel oped security procedures for visitors
who require access to classified information
(MCBO | PSP 8000)

f. Does the security manager have direct and
ready access to the appointing official?
(PSP 2-3.2)

g. Does the security manager have sufficient
authority and staff to function
effectively? (PSP 2-3.3)

Are personnel authorized to receipt for

classified material also |listed on at | east one
SF 700 envel ope? (MCBO | PSP-2002. 3)

Are inspection reports on file? (MCBO | PSP 2009. 6)

Are discrepancies noted during inspections
fol |l owed-up and corrected? (MCBO | PSP 2009. 6)



YES NO NA

SECURI TY EDUCATI ON

Does the command have an effective
informati on Security Education Progranf?
(ISP 3-1 PSP Chapter 4) (MCBO | PSP 4000)

| s additional |ISP training provided to?

a. Derivative classifiers, security managers,
and ot her security personnel ?
(ISP 3-3) (MCBO I PSP-4003)

b. dassified couriers? (MCBO | PSP-16012. 6)

Are orientation briefings given? (PSP 4-4)
(MCBO | PSP 4003)

Are annual refresher briefings given? (PSP 4-4)
(MCBO | PSP 4003)

Are counterintelligence briefings given? (PSP 4-4)
(MCBO | PSP 4003)

Are foreign travel briefings given? (PSP 4-4)
(MCBO | PSP 4003)

Have all personnel with NATO or SIOP-ESI or CNWDI
access been briefed as required?
(PSP 4-4) (MCBO | PSP 4003)

PERSONNEL SECURI TY

Are requests for PSI’s kept to the m ni nunf?
(PSP 6-1) (MCBO | PSP 5000)

| s the appropriate investigation being
requested for access or assignnent?
(PSP 7-1) (MCBO | PSP 5000)

s there a program for continuous eval uation
of eligibility for access or assignnent to
sensitive duties? (PSP 10-1) (MCBO | PSP 9002)

| s access granted only to those with a need
to know? (PSP 9-2) (MCBO | PSP 8000)
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YES NO N A

2A-4

10.

11.

Are personnel with established security

cl earance eligibility prohibited from

gai ning access to classified information
until they have received an initial security
briefing and signed a Standard Form 312,
"Classified Information Nondi scl osure
Agreenment"? (PSP 9-12) (MCBO | PSP 8003. 3)

| s access by foreign nationals or visitors
adequately controlled? (PSP 11-3) (MCBO | PSP
10002)

Do procedures ensure the Security
Term nation Statenent is executed when
requi red? (PSP 9-17) (MCBO | PSP 8003)

Are military and civilian personnel made
aware that they are subject to

adm ni strative sanctions for know ngly,
willfully, or negligently conmtting
security violations? (CH 1 SECNAVI NST 5510)

Are reports nmade to appropriate
counterintelligence, investigative, and
personnel security authorities

concerni ng any enpl oyee who is known to
have been responsible for repeated security
viol ati ons? (PSP 3-2) (MCBO | PSP 3000)

Are counterintelligence matters reported
to NCI S when required? (PSP 3-2) (MCBO | PSP
3000)

Have all personnel been advised of the

requi renent to report any contact with

any individual regardless of nationality, in
whi ch unaut hori zed access is sought, or
personnel are concerned that they may be the
target of exploitation by a foreign entity?
(PSP 3-3) (MCBO I PSP 3002)



YES NO NA

CLASSI FI CATI ON MANAGEMENT

Is information classified only to protect
NSI? (ISP 4-1) (MCBO | PSP 11000)

Do procedures prohibit the use of terns such
as "For Oficial Use only" or "Secret
Sensitive" for the identification of
classified information? (ISP 4-2) (MCBO | PSP
11001)

MARKI NG

Are classified docunents and their portions
properly marked to include all applicable
basi ¢ and associ ated marki ngs? (ISP 6-1, 6-5)
(MCBO | PSP 13000)

Are originally classified docunments marked
with a "Classified by" and "Reason |ine?
(1 SP 6-8)

Are derivatively classified docunents marked
with a "Derived from' line? (ISP 6-9)

Is "Multiple Sources" annotated on the
"Derived from' line of classified docunents
derived fromnore than one source? (ISP 6-9)

s a source listing attached to the file copy
of all docunments classified by "Multiple
Sources?" (ISP 6-9)

Are downgradi ng and decl assification
instructions included on all classified
docunents, |ess exception docunments?

(1 SP 6-10)

Are the appropriate warning notices placed on
the face of classified docunents? (ISP 6-11)

Do docunents, marked classified for training
and test purposes, include a statenent

i ndicating that the docunents are actually
uncl assified? (ISP 6-20)

When renoved or used separately, are
conponent parts of classified docunents
mar ked as separate docunents? (ISP 6-21)
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YES NO N A

10. Are electronically transmtted nessages
properly marked? (ISP 6-25)

11. Are all classified materials such as Al'S
medi a, maps, charts, graphs, photographs,
slides, recordings, and videotapes
appropriately marked? (ISP 6-27 through 6-34)

SAFEGUARDI NG

1. Does the command ensure that all DON
enpl oyees (mlitary and civilian) who resign,
retire, separate, or are released fromactive
duty, return all classified information in
t heir possession? (ISP 7-1)

2. Does the command have control neasures in
pl ace for the recei pt and di spatch of Secret
information? (ISP 7-4) (MCBO | PSP 14003. 2)

3. Are control neasures in place to protect
unaut hori zed access to command TS, Secret, or
confidential information (ISP 7-3, 7-4, 7-5)
(MCBO | PSP 14003. 3)

4. Are working papers: (ISP 7-6), (MCBO | PSP
14004)

a. Dat ed when created?

b. Marked "Wirking Paper” on the first
page?

c. Marked with the highest overal
classification, center top and bottom
of each applicabl e page?

d. Destroyed when no | onger needed?

e. Brought under accountability after 180
days or when they are rel eased outside
t he conmand?

5. Are SFs 703, 704, and 705 pl aced on al
classified infornmati on when renoved from
secure storage? (ISP 7-9) (MCBO I PSP 14007. 1)
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YES NO N A

10.

a. Are SFs 706, 707, 708, and 712 being
utilized on all classified AI'S nedi a?
(MCBO | PSP 14007.5)

b. Are classified typewiter ribbons,
carbon sheets, plates, stencils,
drafts, and notes controll ed,
handl ed, and stored per their
classification level? (MCBO | PSP 14007. 4)

Has the command establ i shed procedures for
end of day security checks, to include the
use of SFs 701 and 702? (ISP 7-10) (MCBO | PSP
14008. 1)

Are entries nmade on the SF 702 form each and
every time a security container, vault, or
strong roomis unl ocked and | ocked? (MCBO | PSP
14008. 2)

Are classified vaults, secure roons, and
contai ners made an integral part of the end
of day security check? (MCBO | PSP 14008. 2)

Are procedures in place to ensure that
visitors have access only to information for
whi ch they have a need-to-know and the
appropriate clearance level? (ISP 7-11)
(MCBO | PSP 14009)

Are procedures in place for classified
meetings held at the command or hosted at
cleared facilities? (ISP 7-12) (MCBO | PSP
14010)

DI SSEM NATI ON

Are special types of classified and
controlled unclassified information

di ssem nat ed per their governing
instructions? (ISP 8-4) (MCBO | PSP 15000)

Do all newy generated classified and

uncl assified technical docunents include a
distribution statenent listed in exhibit 8A
of SECNAVI NST 5510.36? (ISP 8-7) (MCBO | PSP
15000. 4)
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YES NO N A

2A-8

s command information intended for public
rel ease, including information rel eased
through AI'S neans (i.e., |INTERNET, conputer
servers), submtted for pre-publication
review? (ISP 8-8) (MCBO | PSP 15000. 2)

TRANSM SSI ON AND TRANSPORTATI ON

Is classified information transmtted and
transported only per specific requirenments?
(ISP 9-2, 9-3, 9-4) (MCBO | PSP 16000)

Are special types of classified information
transmtted and transported per their
governing instructions? (ISP 9-5) (MCBO | PSP
16004)

Are conmmand personnel advised not to discuss
classified informati on over unsecured
circuits? (ISP 9-6) (MCBO | PSP 16004)

Are conmand procedures established for
preparing classified bul ky shipnments as
freight? (ISP 9-7) (MCBO | PSP 16008. 2)

Is classified information transported or
transmtted outside the conmmand receipted
for? (1SP 9-10) (MCBO | PSP 16005)

Does the conmand aut horize the handcarry or
escort of classified information, via
commercial aircraft, only if other nmeans are
not avail able, and there is an operati onal
need or contractual requirenent? (ISP 9-11)
(MCBO | PSP 16012. 4)

Are designated couriers briefed on their
courier responsibilities and requirenents?
(ISP 9-11) (MCBO | PSP 16012. 7)

Are procedures established for the control
and i ssuance of the DD 2501? (ISP 9-12)
(MCBO | PSP 16012. 7)



YES NO NA

STORAGE AND DESTRUCTI ON

Are any command weaknesses, deficiencies, or
vul nerabilities in any equi pment used to
safeguard classified information reported to
t he Command Security Manager? (ISP 10-1)
(MCBO | PSP 17000)

a. Does the command ensure that weapons,
nmoney, jewelry or narcotics are not
stored in security containers used to
store classified information?

b. Does the command ensure that external
mar ki ngs on comrand security containers
do not reveal the level of information
stored therein?

Does command security equi pnment neet the
m ni mum st andards of GSA? (ISP 10-2)
(MCBO | PSP 17001)

Does the conmand neet the requirenents for
the storage of classified bul ky informtion?
(ISP 10-3) (MCBO | PSP 17001)

Are command vaults and secure roons, not under
visual control at all tinmes during duty hours,
equi pped with electric, nmechanical, or

el ectro-nechani cal access control devices?
(ISP 10-7) (MCBO | PSP 17000)

Are specialized security containers securely
fastened to the structure, rendering them
non- portable? (ISP 10-8) (MCBO I PSP 17001. 4)

Is classified information renoved from

desi gnated work areas for work at honme done
so only with prior approval of appropriate
of ficials? (ISP 10-10) (MCBO | PSP 14001. 2)

Are conmand cont ai ner conbi nati ons changed:
(ISP 10-12) (MCBO | PSP 17002)

a. By individuals who possess the
appropriate clearance | evel ?
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YES NO N A

10.

11.

12.

13.

2A-10

b. Wenever the container is first put into
use?

c. \Wenever an individual know ng the
conbi nati on no | onger requires access to
t he contai ner (unless other sufficient
controls exist to prevent access)?

d. \Whenever a conbinati on has been subjected
to conprom se?

e. \Wenever the container is taken out of
servi ce?

Are command cont ai ner conbi nati ons

mar ked, stored, and accounted for per the
classification |l evel of the information stored
therein? (ISP 10-12) (MCBO | PSP 17002. 3)

Is there an SF 700, affi xed inside each
command security container? (ISP 10-12)
(MCBO | PSP 17002. 3)

Does the SF 700 include the nanes, hone
addr esses, and phone nunbers of all persons
havi ng know edge of the conbination?

(ISP 10-12) (MCBO | PSP 17002. 3)

Has the command establ i shed procedures for
command key and padl ock accountability and
control? (ISP 10-13)

Are conmmand | ocks repaired only by authorized
per sonnel who have been subject to a
trustworthiness determ nation or who are
continuously escorted? (ISP 10-15)

(MCBO | PSP 17002. 2)

Are conmand security containers, previously
pl aced out of service, marked as such on the
outside and the "Test Certification Label"
removed on the inside? (ISP 10-15)

(MCBO | PSP 17001)



YES NO N A

14. Are conmand security containers, with visible
repair results, marked as such with a | abel
posted inside the container stating the
details of the repairs? (ISP 10-15)

(MCBO | PSP 17001)

15. Are all commercial IDSs used on conmand
security containers, vaults, nodular vaults,
and secure roons approved by the CNO ( NOON3) ?
(1SP 10-16) (MCBO | PSP 17001)

16. |Is command classified informati on destroyed
when no | onger required? (ISP 10-17)
(MCBO | PSP 17004. 2)

17. Do all command shredders, pulverizes, and
di sintegrators neet the m nimum
requi renents? (ISP 10-18) (MCBO | PSP 17005. 2)

18. Are all conmmand shredders, pulverizes, and
di sintegrators NOT neeting the m ni mum
st andards mar ked accordi ngly?
(MCBO | PSP 17005. 2)

19. Has the command established effective
procedures for the destruction of classified
information? (ISP 10-19) (MCBO I PSP 17005)

20. Wen filled, are command burn bags seal ed and
saf eguarded per the highest overal
classification |l evel of their contents?

(ISP 10-19) (MCBO | PSP 17006)

21. Is controlled unclassified informati on
destroyed per the governing instructions?
(ISP 10-20) (MCBO | PSP 17007)

| NDUSTRI AL SECURI TY PROGRAM

1. Has the command established an | ndustri al
Security Progran? (ISP 11-1) (MCBO | PSP 18000)

2. Has the commandi ng officer established or
coordi nat ed oversight over classified work
carried out by cleared DoD contractor
enpl oyees in spaces controlled or occupied at
DON shore commands? (ISP 11-5)

(MCBO | PSP 18000. 2)
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YES NO N A

3. Have all Facility Access Determi nations (FAD)
been i ssued per SECNAVI NST 5510. 30A?
(ISP 11-6) (MCBO | PSP 18005)

4. Does the command Contract O ficer Representatives
(COR): (ISP 11-8) (MCBO | PSP 18007)

a. Conplete, issue, and sign all DD 254s?

b. Validate all contractor security
cl earances?

c. Verify Facility (Security) C earance (FCLs) and
storage capability prior to rel ease of
classified information?

d. Certify and approve all DD 1540s?

e. Provide additional security requirenents?

f. Review all reports of industry security
violations and forward to program
manager s?

g. Coordinate DD 254 reviews and gui dance,
as needed?

h. Verify that cleared DoD contractor
enpl oyees who are used as couriers have
been briefed on their courier
responsibilities? (ISP 11-12)

5. Is classified intelligence information
di scl osed only to those contractors cleared
under the NI SP? (ISP 11-14)

LSS OR COMPROM SE OF CLASSI FI ED | NFORVATI ON

1. Since the last inspection, has the comand
had any incidents involving a | oss or
conprom se of classified information?
(ISP 12-1) (MCBO | PSP 19000)

2. |If a possible | oss or conprom se occurred,
was a Pl conducted? (ISP 12-4)
(MCBO | PSP 19002)
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YES NO N A

3. If a significant conmand weakness is
identified, or a confirnmed | oss or conprom se
occurred, was a JAGVAN i nvestigation
conducted? (ISP 12-9)

4. \Wen a loss or conprom se of classified
i nformati on or equi pnent has occurred, is
appropriate investigative and renedi al
action(s) taken to ensure further |oss or
conprom se does not recur? (ISP 12-14)

5. |Is appropriate and pronpt corrective action
t aken whenever a knowing, willful, or
negl i gent conprom se or repeated
adm ni strative disregard of security
regul ations occurs? (ISP 12-14)

6. Are procedures established for review of
i nvestigations by seniors? (ISP 12-14)

7. Are security reviews conducted on information
subj ected to | oss or conpronise? (ISP 12-15)

8. Are procedures established for classification
reviews by originators or original classification
authorities? (ISP 12-16)

9. Is receipt of inproperly transmtted
information reported to the sender? (ISP 12-19)
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| NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

CHAPTER 3

COUNTERI NTELLI GENCE MATTERS AND NATI ONAL SECURI TY

3000. BASIC POLICY. Certain matters affecting national security
must be reported to the Resident Agent, Naval Crimnal Investigative
Service (RA NCIS) so that counterintelligence nmeasures can be taken
Al'l Department of the Navy mlitary and civilian personnel at

Quanti co, whether they have access to classified information or not,
will report to their security nmanagers, the Base Security Manager,

t he commandi ng officer or to the nearest conmand, any activities
descri bed bel ow i nvol ving thensel ves, their inmediate relatives, co-
wor kers or others. These individuals will in turn imediately notify
the RA, NCI'S, Quantico or the Director, NC S (D RNAVCRI M NVSERV)
Washi ngton, DC by cl assified | MVEDI ATE nessage, w th Chief of Naval
OQperations (NOON) as an information addressee.

a. Sabotage, espionage, international terrorismor deliberate
conprom se

b. Personnel who possess a security clearance nust report
contacts with individuals seeking illegal access to classified
mat eri al s.

c. Personnel who have access to classified informati on and
commt or attenpt to conmt suicide.

d. Unaut hori zed absent ees who have access to classified
i nformati on.

e. Death or desertion of a DON person who has access to

classified information.

3001. FOREIGN TRAVEL. Foreign travel briefings are normally
provi ded by the RA, NCI'S, MCB, Quantico prior to travel overseas.

3002. COUNTERI NTELLI GENCE. Refer to chapter 3 of reference (a) for
addi ti onal gui dance on counterintelligence matters.

3003. NATIONAL SECURI TY PCLI CY. Conmanding officers are required to
desi gnate each national security position within their comuand per
reference (a). Criteria for designating sensitive positions are
contained in chapter 5 of reference (a).
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3004 | NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

3004. MAI NTENANCE PROCEDURES. The Conmmand Security Manager wil |l
mai ntain a record of position designation decisions using the format
contained in exhibit 5A of reference (a). Reports wll be filed in
the Personnel Security Ofice.
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CHAPTER 4

SECURI TY EDUCATI ON

4000. BASIC PQOLI CY

1. The purpose of the Informati on and Personnel Security Programis
to provide a framework for protection of information essential to
national security, keeping it within authorized channels and away
fromhostile intelligence services.

2. The purpose of the Security Education Programis to ensure that
all personnel at MCB, Quantico and its tenant activities understand
the need to protect classified information and how to safeguard it.
The goal is to devel op fundanental habits of security to the point
that proper discretion is automatically exercised in the discharge of
duties, and security of classified infornmation beconmes a natural

el enent of every task.

3. Each organization that handles classified information w |l
establish and naintain an active Security Education Programto
instruct all personnel, regardless of their position, rank, or grade,
in the security policy and procedures.

4001. RESPONSIBILITIES

1. The CG MCB through the Command Security Manager is responsible
for overall policy guidance, education requirenents, and source
support for the Security Education Programat this Base. This
programw || be designed to fit the particular requirenents of the
vari ous groups of personnel who have access to classified

i nformation.

2. Although security managers may actually conduct the Security
Education Prograns from an operational standpoint, commandi ng
officers, in keeping on line with other training prograns, are
responsi bl e for ensuring that the Informati on and Personnel Security
Trai ni ng Prograns mandat ed by SECNAVI NST 5510. 30A and SECNAVI NST
5510. 36 are al so net.

3. The Naval Crimnal Investigative Service (NCS), division
security managers, and all other security managers will provide
necessary expertise and assi stance as necessary to support commandi ng
officers in their security training prograns.
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4. Al automated information systens (AlS) and office automation
(OA) personnel will be provided an appropriate security briefing upon
arrival at the activity by the Informati on Systens Security Mnager

(I SSM or designated representative per MCBO 5230. 3.

5. @uidance to be used in the admnistration of the Security Education
Programis contained in chapter 3 of SECNAVI NST 5510. 36.

4002. ASSI STANCE

1. Compliance with chapter 3 of SECNAVI NST 5510.36 is of the utnost
i nportance. A viable Security Education Programw |l elimnate
probl enms and mnimze the risk for security violations within the

I nformation and Personnel Security Program

2. To make the programwork, security specialists are available to
assist in the establishnent of a Security Education Programand w ||
provide limted training, as well as training aids upon request.
Requests should be directed to the CG MCB (B 054) within 30 days
prior to schedul ed trai ning.

4003. BRI EFI NGS/ M Nl MUM REQUI REMENTS

1. Upon notification that a security clearance/ access has been
granted, each person who will have access to classified information
will be given an orientation briefing by his or her security nmanager.
The security manager will use a copy of the booklet *Comuand
Security, A Security Awareness Orientation” for this purpose and then
deliver it to the person being briefed.

2. Once a year all personnel who have access to classified
information will receive a refresher briefing. The purpose is to
enhance security awareness. It will include repetition of the

requi renent to report any contact with any citizen of a controlled
country, hostile country, or any attenpt by unauthorized persons to
acquire classified information. Activity security nmanagers wl|
ensure that the refresher briefing is conducted in coordination with
battalion S-2/3 officer, as appropriate.

3. Once every 2 years, those who have access to Secret or above
information nmust attend a counterespionage briefing by an NCI' S agent.

The Command Security Manager will be responsible for the briefing
arrangenments with the NCI'S. Special briefing arrangenments with the
NCI S can be made on a case-by-case basis. It is the responsibility

of each organi zation that handles classified information to
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establish and maintain an active Security Education Programto instruct
all personnel, regardless of their position, rank, or grade, in current
security policy and procedures. Each organization is further required
to schedul e, record and report annual and 2 year counterespi onage

bri efings by name and date of attendees to the Command Security Manager
(B 054), Personnel Security Ofice (PSO, for annotation on the master
access roster.

4. Any individual that has had access to classified information and
who plans to travel to or through a foreign country or to attend a
neeting in the U S. or elsewhere, in which representatives of foreign
countries are expected to participate, will be given a foreign trave
briefing. Foreign travel briefings will be nmade at |east 5 working
days prior to departure. Requests will be nade to the NCIS via the
Command Security Manager. Upon return, individuals will be debriefed
as appropri ate.

5. Al personnel who require access to North Atlantic Treaty

Organi zation (NATO/Critical Nuclear Wapons Design Information
(CNWDI) nust have a final Secret clearance/access and submt a
justification to and be briefed by the NATO CNVWDI control point
officer or alternate on related security procedures before access is
gr ant ed.

6. The special security officer is responsible for Sensitive
Compartnented Information briefings.

4004. DEBRI EFI NGS5

1. Personnel having had access to classified information nust be
debriefed by their Comrand under the follow ng conditions:

a. Prior to termnation of active mlitary service or civilian
enpl oynment, or tenporary separation for a period of 60 days or nore,
i ncl udi ng sabbaticals and | eave w t hout pay.

b. At the conclusion of the access period when a |limted access
aut hori zati on has been grant ed.

c. \Wien a security clearance is revoked for cause.
d. When a security clearance is admnistratively w thdrawn.
e. \Wien a nenber of the organization inadvertently has

substantial access to information that they are not eligible to
recei ve
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f. \Wien a nenber having access to NATQ CNWDI i nformation no
| onger requires access to such material the NATO CNWDI Contro
Oficer or alternate will debrief.

2. In all cases, commands will forward copies of all debriefing
certificates/statenents to the Command Security Manager (B 054), PSO.

4005. CONTI NUI NG SECURI TY AWARENESS. To enhance security in a
continuing program signs, posters, bulletins, e-mail notices, and
pl an of the day remi nders are sone of the nethods that will be used
to boost security awareness. The security manager shall be
identified by nane on command organi zati onal charts, tel ephone
listings, rosters, or other nedia.
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CHAPTER 5

PERSONNEL SECURI TY | NVESTI GATI ONS

5000. BASIC PQOLI CY

1. No individual will be given access to classified information or
be assigned to sensitive duties unless a favorabl e personnel security
determ nati on has been nade regarding his/her loyalty, reliability,
and trustworthiness. A Personnel Security Investigation (PSI) is
conducted to gather information pertinent to these determ nations.

2. Only commanding officers, the Conmand Security Manager and
Special Security Oficer (SSO are authorized to request a PSI on

i ndi vidual s under their jurisdiction. Copies of a PSI submtted wll
be forwarded with receipts to the Command Security Manager (B 054)
for entry into the conputer bank/access rosters.

3. APSI will not normally be requested for any individual who wl|
be retired, resigned, or separated with | ess than 1 year of service
remai ni ng.

4. Investigations other than PSIs will be handl ed by the appropriate
i nvestigative agency (i.e. Naval Crimnal Investigative Service,
Crimnal Investigations Division) and reported to the Comrand
Security Manager when they inpact assignnments to sensitive positions
or granting of a security clearance.

5. Further guidance concerning a PSI is contained in chapter 6 of
reference (a).

5001. PERI ODI C REI NVESTI GATI ONS (PR)

1. These types of reinvestigations will be submtted as foll ows:

a. PR (SCI/TS) are subnmitted 4 years and 6 nonths from date of
| ast investigation.

b. Secret periodic reinvestigations are subnmtted 9 years and 6
nmonths from date of |ast investigation.

c. Confidential periodic reinvestigations are submtted 14 years
and 6 nonths fromdate of |ast investigation.
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2. Special Access Prograns (SAPs), Expl osive Ordnance D sposal (EQCD)
t eam nmenbers and those personnel in Personnel Reliability Prograns
(PRP) wll submt PRs at 4 years and 6 nonths from date of | ast
investigation. Oher requirenments are contained in paragraph 6-8 of
reference (a).

5002. SUBM SSI ON OF PERSONNEL SECURI TY QUESTI ONNAI RES

1. Personnel requiring security investigations nmay obtain assistance
as foll ows:

a. GCivilian personnel, contact the Conmmand Security Manager
(B 054).

b. Mlitary personnel, contact your S2/S3 O ficer at battalion
| evel .

c. Al others contact the Command Security Manager (B 054) MCB
Quanti co.

2. Al commanding officers/directors will ensure weekly audits of
access rosters to ensure tinmely subm ssion of PSIs.

5003. SENSITIVE POSITIONS. An Single Scope Background I nvestigation
(SSBI') is required for each civilian enployee of the DON appointed to
a critical sensitive or special sensitive position. The Personnel
Security Ofice (B 054) wll be contacted for assistance in this
matter.

5004. CONTRACTOR PERSONNEL. |Investigative requirenments for
contractor personnel wll be handl ed by the Personnel Security Ofice
(B 054).

5005. SECURITY MANAGERS. All security managers nust have a
favorably adjudi cated SSBI or PR conpleted within the past 5 years.

5006. ELECTRONI C PERSONNEL SECURI TY QUESTI ONNAI RE ( EPSQ)

1. Electronic Personnel Security Questionnaires will be used by
security personnel to submt PSIs.
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2. Mlitary and civilian personnel required to submt a PSI may
downl oad subject edition fromthe Defense Security Service (DSS) web
site at: ww.dss.ml|. Once conpleted, validate and save subject
edition to a diskette. Present the diskette to the Battalion S-2

O ficer or the Command Security Manager (B 054), for transm ssion to
the DSS or the office of Personnel Managenent (OPM. Finger print
cards (when required) and signed release forms will be forwarded
separately by security personnel.

5007. MAI NTAI NI NG QUESTI ONNAI RE | NFORVATI ON

1. S 2 Oficers will provide one copy of conpleted PSIs for the
menbers Service Record Book, the individual, and the Command Security
Manager (B 054).

2. If an individual refuses to conplete a required PSI after being
advi sed of the effect of the refusal, termnate the PSI. Report the
refusal to the Command Security Manager (B 054) for action as
appropri ate.

3. Wien an individual is separated, transferred or no | onger needs the
i nvestigation, notify the Conmmand Security Manager (B 054) so that the
i nvestigation can be cancel ed.

5008. RELEASE OF CLEARANCE | NFORMATI ON. Active duty and civilian
personnel leaving the U S. Government service for enploynent with a
U.S. CGovernnent contractor that requires a security clearance/ access,
may request a letter of verification of their nobst recent security

cl earance status fromthe Command Security Manager (B 054). Due to
the Privacy Act of 1974 consideration, the Command Security Mnager
may only provide this information to the individual or to the
contractor’s Facility Security Oficer upon formal witten request by
t he individual .
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CHAPTER 6
PERSONNEL SECURI TY DETERM NATI ONS
6000. BASIC POLI CY. @uidance concerni ng personnel security

determ nations such as security clearance eligibility and assi gnnents
to sensitive duties is contained in chapter 7 of reference (a).

6001. RESPONSIBILITIES. The authority to determ ne access to
classified information for MCB/ MCCDC activities and tenants serviced
by Inter-Service Support Agreenents is vested in the Command Security
Manager (B 054). The Conmand Security Manager wl|l:

1. Control clearance and access to classified information for al
assi gned personnel on behalf of the commandi ng officer.

2. Request Personnel Security Investigations as appropriate.

3. Gant interimpersonnel security clearances per paragraph 8-5 of
reference (a).

4. Mintain a personnel security record on all cleared personnel to
include a record of security briefings and cl earance/ access
determ nati ons.

5. Certify security clearances (visit requests) for assigned
personnel per chapter 11 of reference (a).

6. Admnistratively withdraw the access when the requirenent for
access to classified information no | onger exists. Ensure debriefing
statenents are conpleted by battalion/division security nmanagers and
forwarded to the Conmmand Security Manager (B 054). Notify Depart nent
of the Navy Central Adjudication Facility (DONCAF) that clearance and
access are no |onger required.

7. Authorize and |limt access according to requirenents, |ower
access aut horized, when appropri ate.

8. Continuously evaluate command personnel with regard to their
eligibility for access to classified information, applying the
standards contained in appendix F of reference (a). Notify the
DONCAF when potential disqualifying information is devel oped.
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9. Suspend an individual’'s access to classified information for
cause when warranted and notify the DONCAF wi thin 10 days.

10. Coordi nate unfavorabl e personnel security determ nations
concerni ng personnel assigned to the various conmands. Direct
personnel to command assi stance progranms as appropriate. Assist

af fected personnel by explaining the personnel security determ nation
process and provi de personnel the comrand instructions provided with
the Letter of Intent (LO), Letter of Notification (LON), and
Personnel Security Appeals Board (PSAB) notification |etters.

11. Deny access and/or restrict admttance to command areas as
deened appropriate when disqualifying information regardi ng an

i ndi vi dual from another command is reveal ed. Ensure the individuals
parent conmand agency or facility is notified, to include the basis
for that action.

6002. ADJUDI CATI VE NMATTERS

1. Inviewof the significance that each adjudi cation decision can
have on a person’s career, and to ensure the maxi num degree of
fairness and equity in these actions, the Command Security Manager
and Battalion Conmanding O ficers/Security Managers will ensure
conpliance with the guidelines as set forth in paragraph 7-3 of
reference (a).

2. Local reviews and adjudicative matters will be conducted by a
civilian security manager GS-11 and above or a mlitary officer/
security manager.

6003. PERSONNEL SECURI TY DETERM NATI ON. Commandi ng of ficers, Staff
Judge Advocate, security officer, Provost Mrshal, Substance Abuse
Oficer, Director of Human Resources, nanagers and supervisors wll
ensure that questionable or unfavorable information is nmade avail abl e
to the Command Security Manager in the performance of his duties in
maki ng personnel security determ nations per paragraph 7-4 of
reference (a).

6004. FAC LITY ACCESS DETERM NATI ONS ( FAD) PROGRAM

1. Chapter 7 of reference (a) provides gui dance concerni ng
contractor enpl oyees.
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2. National Agency Checks for contractor enployees nmay be submtted
to Defense Security Service (DSS) per the above.

6005. UNFAVORABLE DETERM NATI ON PROCESS

1. Unfavorable personnel security determ nations fromor to DONCAF

will be processed by the Command Security Manager. conmandi ng
officers, division directors, and the Director of G vilian Personnel
will be kept informed on any action taken with regard to personnel

under their adm nistrative jurisdiction.

2. LOs and other actions will be processed in such a manner as to
ensure all deadlines are net and that the individual receives due
process.

3. Paragraph 7-7 of reference (a) provides specific guidance for
LOs which will be coordinated through the Conmand Security Manager.

4. The Systens Security Oficer (SSO my process LOs for those

per sonnel having sensitive conpartnmented i nformati on access but wll
keep the Command Security Manager informed of the actions taken.

Thi s includes copies of correspondence, Electronic Personnel Security
Questionnaires, and other correspondence docunenting security actions
t aken.

6006. APPEALS. Appeal s/ personal appearances resulting fromLO s
wi |l be coordinated through the Command Security Manager (B 054).
The Command Security Manager acts as the single focal point for
MCB/ MCCDC and out si de agenci es such as DONCAF and DSS.

6007. PERSONNEL SECURITY ACTI ONS. Wien DONCAF forwards unfavorable
personnel security actions, the Command Security Manager/SSO wil I,
based upon their guidance:

1. Deny or revoke security clearance eligibility.
2. Deny or revoke special access authorization.

3. Deny or revoke assignnents to sensitive duties.
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CHAPTER 7

CLEARANCE

7000. BASIC POLICY. Policy and guidance for the processing of
security clearances is contained in chapter 8 of reference (a).

7001. CLEARANCE PRCHIBITIONS. In addition to the prohibitions
contai ned in paragraph 8-3 of reference (a), clearances will not
normal |y be requested for:

1. GCenerals’ drivers (aide will handle classified material; drivers
wi || handl e vehi cl es)

2. Unescorted access for sake of convenience in classified areas.
3. Ml Oderlies, except for classified couriers.

4. Permanent access when tenporary clearances will do.

7002. RECORDI NG CLEARANCES

1. A copy of the Departnent of Navy Central Adjudication Facility
(DONCAF) certification nmessage will be maintained in each Oficer
Qualification Record and enlisted Service Record Book per paragraph 8-4
of reference (a).

2. A copy of the certification nessage will be retained in the files
of the Command Security Manager (B 054).

7003. | NTERI M CLEARANCES

1. The Command Security Manager will grant interimclearances for
MCB/ MCCDC and tenant activity personnel based upon the guidance set
forth in chapter 8 of reference (a).

2. Interimclearances will be recorded on OPNAV 5510/413, Personnel
Security Action Request. Copies will be forwarded to battalion
commandi ng officers for record purposes.

3. Division security managers will audit weekly access rosters

provi ded by the Conmand Security Manager (B 054) to ensure tracer
action is conpleted for interimclearances over 6 nonths ol d.
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4. The Conmand Security Manager will w thdraw an interimclearance
upon receipt of a Letter of Intent, and suspend access per paragraph
9-18 of reference (a).

5. Failure to conply with Personnel Security Investigation sub-
m ssion requirements will result in withdrawal of interimclearances.

7004. UNI QUE SECURITY CLEARANCE REQUI REMENTS

1. Every commandi ng officer nust have a favorably adjudi cated Single
Scope Background Investigation (SSBI) and the security clearance

equi valent to the highest level of classified information naintained
at the command. The incunbent commanding officer will reviewthe
records of the prospective commandi ng officer to ensure that the

i ndi vi dual has the necessary investigation and security cl earance
certification to assune command. Wen the prospective command does
not have the appropriate security clearance certification of SSBI

the incunbent will ensure the necessary requests for certification
and/or investigation are submtted.

2. Navy and reserve personnel security clearances will be
coordi nated through the Command Security Manager.

3. Cearances for consultants to governnment contracting activities

w Il be processed by the Command Security Manager.

7005. CLEARANCES UNDER THE NATI ONAL | NDUSTRI AL SECURI TY PROGRAM
(NI SP)

1. Under normal circunstances, contractor clearances wll be
processed by the contractor’s Facility Security Oficer. However,
when questions arise, the Command Security Manager will act as the
focal point to resolve security clearance issues.

2. Adverse or questionable information which concerns a cleared
contractor enployee assigned to a worksite under the control of

MCB/ MCCDC or one of its tenants will be reported to the Command
Security Manager, who in turn will report to Defense Security Service
Operation Center Colunbus. The Systens Security Oficer (SSO will
keep the Command Security Manager informed when sensitive
conpartnmented information (SCl) is involved.
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7006. CLEARANCE W THDRAVWAL OR ADJUSTMENT

1. Although clearances remain in effect, division security
managers wi Il debrief their personnel upon transfer out of their
D vision. OPNAV 5511/14 Security Term nation Statenent will be used

and forwarded to the Command Security Manager. |In turn, this action
will alert security personnel to renove the individual from Base
access rosters or make corrections as appropriate. It is inperative

t hat OPNAV Form 5511/ 14 be executed and forwarded in a tinely manner.

2. The adm nistrative withdrawal or downgradi ng of a security

cl earance or access is authorized when pronpted by devel oped
derogatory information. On behalf on the commandi ng officer, the
Command Security Manager may suspend the individual’s access for
cause and will report the suspension and/or the derogatory
information to the DONCAF. The suspensi on of access nust be
acconpl i shed per paragraph 9-18 of reference (a). The SSO wi ||
coordinate this action when SClI access is an issue. Wen access is
suspended, the clearance certification nust be renoved fromthe

i ndi vidual ' s service record.

7007. DEN AL OR REVOCATI ON OF A SECURI TY CLEARANCE

1. DONCAF grants all security clearances. Conmands are responsible
for ensuring that the DONCAF is apprised of any information that
suggests an individual should have his/her clearance denied or
revoked. The Command Security Manager wll act as the focal point in
these matters, overseeing the continuous eval uation programto ensure
due process is given to all personnel affected.

2. Commanding officer’s, Provost Marshals Ofice, (PM) Ofice of
the Staff Judge Advocate (SJA), and the Command Substance Abuse
Center (CSAC) personnel will provide adverse information to the
Command Security Manager in order to reinforce the conmands

conti nuous eval uati on program

3. Letters of intent and other security related information
bypassi ng the Command Security Manager should be turned over to him
as pertaining to a matter under his cogni zance. The Command Security
Manager will ensure that proper procedures and follow up are
conpleted in the tines prescribed.
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CHAPTER 8

ACCESS TO CLASSI FI ED | NFORVATI ON

8000. BASIC POLI CY

1. Access to classified information will be limted to the m ni num
nunmber of individuals necessary to acconplish the mssion and will be
based upon “need to know'. Level of access will be restricted to the

m ni mum | evel required. Per paragraph 9-1 of reference (a), no one
w Il be granted access based upon rank, position, or clearance.

2. A dassified Informati on Nondi scl osure Agreenent (SF 312) will be
executed by all persons requesting access.

3. Command/ di vision security managers will ensure that personnel

under their jurisdiction are briefed per paragraph 4-5 of reference
(a) prior to granting access.

8001. GRANTI NG ACCESS TO CLASSI FI ED | NFORVATI ON

1. Wile the commandi ng officer has ultimate authority over those
who have access, it is the Command Security Manager who mnust

i npl ement the process to ensure fairness, uniformty in the program
and due process. It is extrenely inportant that they work as one.

2. Access involving Sensitive Conpartnented Information (SCl) issues
may be granted per paragraph 9-3 of reference (a). The Systens
Security Oficer (SSO nust include the Command Security Manager in
the adm nistrative aspects of the program Copies of Electronic
Personnel Security Questionnaires (EPSQ, clearance certifications,
deni al s and revocations nust be forwarded to the Conmmand Security
Manager so that access rosters, security records, and other matters
are pronptly updat ed.

8002. REQUESTI NG ACCESS

1. The ultimate authority for granting access to classified
information rests with the CG MCB thru the Conmand Security Manager,
who is responsible for the security of the information and materials
of this Base. The Command Security Manager will grant access to
classified information to an individual who has official “need to
know', neets eligibility requirenents, and has no |l ocally avail able
di squal i fying information.
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2. The authority of the Command Security Manager to grant access to
classified information is subject to the restrictions as set forth in
paragraph 9-2 of reference (a).

3. Aletter requesting access to classified information for

per mmnent personnel will be prepared utilizing the format outlined in
figure 8-1. Each request will contain the job title, a brief job
description and conplete justification (to include who, what, why,
when, and where) of the “need-to-know', so that fair and proper

adj udi cation of the request can be made to grant or deny access. A
standard in the performance of duties or job description is not
sufficient justification. 1In conpliance with current regulations, a
| ocal records check (MCB Form 5511/16 (figure 8-2) will be encl osed
with the letter request. Adverse information will be forwarded by
separate correspondence to the CG MCB, Attn: Comrmand Security
Manager. A Cassified Informati on Nondi scl osure Agreenent (SF 312)
(figure 8-3) will be enclosed. |If North Atlantic Treaty Organi zation
(NATO /Critical Nuclear Wapon Design Information (CNWDI) access is
requested, a final Secret clearance nust be granted and a bri ef
conducted by the Command Security Manager (B 054 NATO Control Poi nt
Oficer).

8003. TERM NATI ON OF ACCESS. Request for term nation of access on
Base permanent personnel will be submitted in witing (figure 8-4) by
activity heads to the CG MCB (B 054) per paragraph 9-17 of SECNAVI NST
5510. 30A.

8004. I NVESTI GATI ON. Shoul d a request for access reveal the need
for an investigation/reinvestigation to qualify subject for a

cl earance/ access, commandi ng officers/directors wll direct personnel
to the Battalion S-2 (mlitary), Security Manager’'s Ofice
(civilians), or the SSO (SCI) as appropriate. An EPSQw || be
processed with copies forwarded to the Command Security Manager

(B 054).

8005. ACCESS ROSTERS. The Command Security Manager naintains and
distributes a weekly mlitary, civilian, and visitor access roster.
These rosters serve several purposes, so it is inperative that al
security managers audit the rosters and submt changes to the Command
Security Manager (B 054) in a tinely manner.
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8006. ACCESS FOR PERSONNEL OTHER THAN PERMANENT PERSONNEL

1. The Commanding O ficer, Marine Helicopter Squadron-one (HWX-1) w ||
be responsible for processing PSIs and the subsequent granting,

denying, or termnating of security clearances for personnel within the
or gani zati on.

2. Access for attached service personnel will be processed by the
Command Security Manager (B 054).

3. Student access will be requested by the cognizant school
director. The letter requesting access for each class wll be
acconpani ed by an al phabetized student class roster, Local Records
Check, and SF 312 for each student.

8007. SUSPENSI ON OF ACCESS

1. Wen questionable or unfavorable information becones avail abl e
concerning an individual who has been granted a cl earance/ access, the
commandi ng of ficer may decide to suspend access. Suspension of
access for cause may only be used as a tenporary neasure until the
individual’s eligibility for access has been resolved and prior to
transferring an individual to a different command. Suspension of
access will be based upon the criteria as set forth in paragraph 9-18
of reference (a).

2. \Wen effecting suspensions of access, commandi ng officers,
working with the Conmand Security Manager nust:

a. Conmply with the provisions of paragraph 9-18 of reference

(a).

b. Notify the Command Security Manager (B 054), division
director, or activity head of the suspension actions taken agai nst
t he individual under their charge.

c. Take steps to ensure that the individual’s nane is renoved
fromall local access rosters, and that co-workers are notified of
the limtations of suspensions.

d. Ensure the conbinations to classified storage containers to
whi ch the individual has access are changed.

e. Post a notice of suspension of access in the individuals

personnel file, pending resolution of the individual’'s eligibility
st at us.
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8008. ACCESS TO AND DI SSEM NATI ON OF RESTRI CTED DATA (RD) | NCLUDI NG
CRI TI CAL NUCLEAR WEEAPON DESI GN | NFORMATI ON (CN\NWVDI )

1. Access to ROOCNVDI will be requested and processed by the Comrand
Security Manager per paragraph 9-19 of reference (a).

2. Requests for access and approval to RD at other DoD facilities
will be made utilizing the Departnent of Energy Visit Request form
5631.20. Division security managers may prepare the formfor the

Command Security Manager or Assistant Security Managers signature,
whi ch are the DoD certifying officials identified in DoD 5210. 2.
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LETTER HEAD
5510
(Originator Code)
(Dat e)
From Activity Head
To: Commandi ng General, Marine Corps Base, Quantico (B 054)
Vi a: (Applicable Division Directors/Battalion Comuander)

Subj: REQUEST FOR ACCESS TO CLASSI FI ED MATERI AL I N THE CASE OF
( GRADE/ RATI NG, FULL NAME, SSN AND COVPONENT)

Ref: (a) MCBO 5510. 1B

Encl: (1) Local Records Check (MCB Form 5511/16 (12/90)
(2) NATO CNWDI Briefing Statenents/Debriefing Statenent
(1 f required)
(3) Cassified Informati on Nondi scl osure Agreenent
(SF 312)
(4) Attestation Statenent

1. Per the reference, it is requested that the subject naned

i ndi vi dual be granted access to classified material inclusive to
(show I evel of access required). Subject requires this access to
performduties as a (billet title). Briefly justify using guidelines
listed bel ow.

a. Does the individual really have a need to know?
b. W is the individual replacing? (Was clearance term nated?)

c. |s access required on a routine basis? (If not, access wll
normal |y be denied or a tenporary clearance may be granted.)

d. Has the individual been here for a |lengthy period of tine,
never had access, and suddenly thinks it is necessary to preclude
| osing a cl earance?

e. |s there another person who already has access that can
handl e t he wor kl oad?

Figure 8-1.--Sanple Letter Requesting Access to Classified
Mat eri al .
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Subj: REQUEST FOR ACCESS TO CLASSI FI ED MATERI AL I N THE CASE OF
( GRADE/ RATI NG, FULL NAME, SSN AND COVPONENT)

f. Do not describe billet - Describe need for classified access
(i.e. description of classified project, participation in continued
classified period of instruction, etc.)

2. 1t is understood that access to classified naterial is based on a
strict “need to know’ basis and access requests are to be kept at a
m ni num

3. As required by the reference, enclosures (1) through (4) are
attached. (Enclosure (1) if conducting a | ocal records check (LRC
on the subject nanmed individual. It is requested that the applicable
or gani zati onal commander initiate the LRC in conpliance with the
reference.)

SI GNATURE

Figure 8-1.--Sanple Letter Requesting Access to Classified
Mat erial - Conti nued.
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LOCAL RECORDS CHECK Date
MCCDC $511/16 (12/90) FPP 33571

NAME (Last, First. Middle) Social Secunty No. Rank MOS
Commana/Unit Pay Eauy Base Date Date of Birth

Place of Birth (Cictv. County, State Ciuzeastup Date Naturalizea
Manal Satus Name of Spouse Ciuzenship of Spouse

Married C single
[nvesugauve Basis Date [nvlsunuon Completed [nvesugauve Ageacy
Level Clearance Clearance Suatus > Date Clearance [ssued
(FOR SCTY MGR'S USE ONLY) C Final 0O 1nterim
C Temporary

REMARKS:

1. Medical Officer/Commanding Officer/Personnel Officer — DO NOT summarize adverse/derogatory infor-
mation on this form. All such information should be submitted to the Commanding General (C 054) Aun:
Security Manager, by separate correspondence. Verifying Officer, verify above except for leve] of clearance in-
formation prior tv zubmission to Commanding General.

2. MEDICAL OFFICER. Review the individual’s medical records. Check the appropriate box, sign the form
and return to the Commanding Officer of the Organization shown above.

O a. No adverse/derogatory information.

O b Adverse/derogatory information. Date Forwarded

O Temporary medical record checked with (] no adverse/derogatory information (J adverse/deroga-
tory information revealed in record. (In remarks indicate circumstances surrounding loss/non-
availability of original record.)

Signature

3. COMMANDING OFFICER/DIRECTOR, CIVILIAN PERSONNEL. Complete the above clearance
information after reviewing OQR/SRB/Personne! File (UPB, Unit Diary and other available records). Check
appropriate box and forward with request for access to Commanding General (C 054) Attn: Security Manager.
Upon Commanding General’s receipt, a letter will be returned approving or denying clearance/access. If
clearance/access is approved, make appropriate entry in the Manpower Management System (MMS).

O a. No adverse/derogatory information in OQR/SRB/Personnel File.

O b Adverse/derogatory information. Date Forwarded

Signature

4. POLICE RECORDS CENTRAL FILES:
(Military Police/Security Manager/Counterintelligence records check.)

O a No adverse/derogatory information.

O v Adverse/derogatory information. Date Forwarded

Signature

Fi gure 8-2.--Sanpl e Records Check.
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWEEN AND THE UNITED STATES
(Name of Individual — Printed or typed)

1. Intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being
granted access to classified information. As used in this Agreement, classified information is marked or unmarked classified
information, including oral communications, that is classified under the standards of Executive Order 12958, or under any other
Executive order or statute that prohibits the unauthorized disclosure of information in the interest of national security; and
unclassified information that meets the standards for classification and is in the process of a classification determination as
provided in Sections 1.1, 1.2, 1.3 and 1.4(e) of Executive Order 12958, or under any other Executive order or statute that
requires protection for such information in the interest of national security. | understand and accept that by being granted
access lo classified information, special confidence and trust shall be placed in me by the United States Government.

2. | hereby acknowledge that | have received a security indoctrination concemning the nature and protection of classified
information, including the procedures to be followed in ascertaining whether other persons to whom | contemplate disclosing
this information have been approved for access to it, and that | understand these procedures.

3. | have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified informa-
tion by me could cause damage or irreparable injury to the United States or could be used to advantage by a foreign nation.
I hereby agree that | will never divuige classified information to anyone unless: (a) | have officially verified that the recipient
has been properly authorized by the United States Government to receive it; or (b) | have been given prior written notice of
authorization from the United States Government Department or Agency (hereinafter Department or Agency) responsible for

" the classification of information or last granting me a security clearance that such disclosure is permitted. | understand that if
| 'am uncertain about the classification status of information, | am required to confirm from an authorized official that the
information is unclassified before | may disclose it, except to a person as provided in (a) or (b), above. | further understand that
| am obligated to comply with laws and regulations that prohibit the unauthorized disclosure of classified information.

4. | have been advised that any breach of this Agreement may result in the termination of any security clearances | hold;
removal from any position of special confidence and trust requiring such clearances; or termination of my employment or other
relationships with the Departments or Agencies that granted my security clearance or clearances. In addition, | have been
advised that any unauthorized disclosure of classified information by me may constitute a violation, or violations, of United
States criminal laws, including the provisions of Sections 641, 793, 794, 798, *952 and 1924, Title 18, United States Code, *the
provisions of Section 783(b), Title 50, United States Code, and the provisions of the Intelligence Identities Protection Act of

1982. | recognize that nothing in this Agreement constitutes a waiver by the United States of the right to prosecute me for any
statutory violation.

5. | hereby assign to the United States Government all royalties, remunerations, and emoluments that have resuilted, will

result or may result from any disclosure, publication or revelation of classified information not consistent with the terms of this
Agreement.

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement including,
but not limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. | understand that all classified information to which | have access or may obtain access by signing this Agreement is now
and will remain the property of, or under the control of the United States Government unless and until otherwise determined
by an authorized official or final ruling of a court of law. | agree that | shall return all classified materials which have, or may
come into my possession or for which | am responsible because of such access: (a) upon demand by an authorized
representative of the United States Government; (b) upon the conclusion of my employment or other relationship with the
Department or Agency that last granted me a security clearance or that provided me access to classified information; or (c)
upon the conclusion of my employment or other relationship that requires access to classified information. If | do not return

such materials upon request, | understand that this may be a violation of Sections 793 and/or 1924, Title 18, United States
Code, a United States criminal law.

8. Unless and until | am released in writing by an authorized representative of the United States Government, | understand
that all conditions @nd obligations imposed upon me by this Agreement apply during the time | am granted access to classified
information, and at all times thereafter.

9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable,
all other provisions of this Agreement shall remain in full force and effect.

(Continue on reverse.)

NSN 7540-01-280-5498 312-102

STANDARD FORM 312 (Rev. 1-00)
Previous edition not usable

Prescribed by NARA/ISOO
32 CFR 2003. E.O. 12958

Fi gure 8-3.--Sanpl e Nondi scl osure Agreenent.
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10. These restrictions are consistent with and do not supersede, conflict with or otherwise alter the employee obligations, rights
or liabilities created by Executive Order 12958, Section 7211 of Title 5, United States Code (governing disclosures to Con-
gress); Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing
disclosure to Congress by members of the military); Section 2302(b) (8) of Title 5, United States Code, as amended by the
Whistleblower Protection Act (governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the
Intelligence Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that expose confidential Govern-
ment agents), and the statutes which protect against disclosure that may compromise the national security, including Sections
641,793, 794, 798, 952 and 1924 of Title 18, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50
U.S.C. Section 783(b)). The definitions, requirements, obligations, rights, sanctions and liabilities created by said Executive
Order and listed statutes are incorporated into this Agreement and are controlling.

11. | have read this Agreement carefully and my questions, if any, have been answered. | acknowledge that the brisfing officer
has made available to me the Executive Order and statutes referenced in this agreement and its implementing regulation (32
CFR Section 2003.20) so that | may read them at this time, if | so choose.

SIGNATURE DATE SOCIAL SECURITY NUMBER
(See Notice below)

ORGANIZATION (IF CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: NAME, ADDRESS, AND, IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER)

(Type or print)
WITNESS ACCEPTANCE
THE EXECUTION OF THIS AGREEMENT WAS WITNESSED THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOVERNMENT.
SIGNATURE DATE SIGNATURE DATE
NAME AND ADDRESS (Type or print) NAME AND ADDRESS (Type or prini)

SECURITY DEBRIEFING ACKNOWLEDGEMENT

| reaffirm that the provisions of the espionage laws, other federal criminal laws and tive orders applicable to the safeguarding of classified information
have been made available to me; that | have returned all classified information in my custody; that | will not communicate or transmit classified information
to any unauthorized person or organization; that | will promptly report to the Federal Bureau of Investigation any attempt by an unauthorized person to solicit
classified information, and that | (have) (have not) (strike out inappropriate word or words) received a security debriefing.

SIGNATURE OF EMPLOYEE DATE
NAME OF WITNESS (Type or print) SIGNATURE OF WITNESS
NOTICE: The Privacy Act, § U.S.C. 552a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the disclosure

is mandatory or voluntary, by what authority such information s solicited, and what uses will be made of the information. You are hereby advised that authority
for soliciting your Social Security Account Number (SSN) is Executive Order 9397. Your SSN will be used to idantify you precisely when it is necessary to 1)
certify that you have access to the information indicated above or 2) detarmine that your access to the information indicated has terminated. Although disclosure
of your SSN s not mandatory, your failure to do so may impede the processing of such certifications or determinations, or possibly result in the denial of your
being granted access to classified information.
*NOT APPLICABLE TO NON-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT.
STANDARD FORM 312 BACK (Rev. 1-00)

Figure 8-3.--Sanpl e Nondi scl osure Agreenment - Conti nued.
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SECURITY TERMINATION STATEMENT Enter name and address of appropriate Naval or
Marine Corps activity obtaining statement.

OPNAV 5511/14 (REV. 7-78)

S/N 0107-LF-055-1171

1. I HEREBY CERTIFY that I have conformed to the directives contained in the Information Security
Program Regulation (OPNAV Instruction 5510.1), and the Communications Security Material System Manual

(CMS-4) in that I have returned to the Department of the Navy all classified material which I have in my
possession.

2. 1 FURTHER CERTIFY that I no longer have any material containing classified information in my

possession.

3. I shall not hereafter communicate or transmit classified information orally or in writing to any unau-
thorized person or agency. I understand that the burden is upon me to ascertain whether or not information
is classified and agree to obtain the decision of the Chief of Naval Operations or his authorized representative
on such matters prior to disclosing information which is or may be classified.

4. I will report to the Federal Bureau of Investigation or to competent naval authorities without delay
any incident wherein an attempt is made by an unauthorized person to solicit classified information.

5.1, , have been informed and am aware that Title 18 U.S.C.,
Sections 793-799, as amended and the Internal Security Act of 1950 prescribe severe penalties for unlawfully
divulging information affecting the National Defense. I certify that I have read and understand appendix F of
the Information Security Program Regulation OPNAV Instruction 5510.1. I have been informed and am aware
that certain categories of Reserve and Retired personnel on inactive duty can be recalled to duty, under the perti-
nent provisions of law relating to each class for trial by court-martial for unlawful disclosure of information. I
have been informed and am aware that the making of a willfully false statement herein renders me subject to trial
therefor, as provided by Title 18 U.S.C. 1001.

6. 1 have/have not received an oral debriefing.

SIGNATURE OF WITNESS SIGNATURE OF EMPLOYEE OR MEMBER OF NAVAL OR

MARINE CORPS SERVICE (Fill in first, middle, and last name
If military, indicate rank or rate. If civilian indicate grade.)

TYPE OR PRINT NAME OF WITNESS DATE

Figure 8-4.--Sample Security Term nation Statenent.
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CHAPTER 9

CONTI NUOQUS EVALUATI ONS

9000. BASIC POLICY. Commanding officers/directors and their
security managers are responsible for establishing and adm ni stering
a program of continuous evaluation to ensure personnel with

cl earances/ access and those assigned to sensitive positions are an
acceptabl e security risk. Under this program they nust establish
internal channels for reporting information reflecting on an
individual’s loyalty, reliability, judgnment, and trustworthiness so
that it nay be assessed froma security perspective. There should be
conpl ete understandi ng by the personnel officer, security officer,
security manager, |legal officer, nedical officer, Conmand Substance
Abuse Center O ficer, and supervising personnel that information

whi ch could place an individual’s loyalty, reliability, judgnent, and
trustworthiness in question nust be evaluated for a security
standard. They should be famliar with the continuous eval uation
check sheet, exhibit 10A, of reference (a) and the adjudication
gui del i nes contained in appendix G of reference (a), and alerted that
bad behavi or indicating unexpl ai ned affl uence, financial instability,
al cohol and drug abuse, nental or enotional instability, or crimnal
conduct is potentially significant to an individual’s security
status. Activities should act to identify problemareas at an early
stage and to direct personnel to prograns designed to counsel and
assi st them when they are experiencing financial, enotional, or

medi cal difficulties.

9001. COMVAND REPORTS OF LOCALLY DEVELOPED UNFAVORABLE | NFORVATI ON

1. Co-workers have an equal obligation to advise their supervisor or
appropriate security official when they becone aware of information

with potentially serious security significance regarding soneone with
access to classified information or enployed in a sensitive position.

2. \When derogatory or questionable information is acquired on an

i ndi vidual who is eligible for or holds a security clearance or
speci al access authorization or who is assigned to a sensitive
position, it is forwarded to the Command Security Manager who nust
reeval uate that individual’'s eligibility for access or assignnent.
Activity heads nust nmake a determ nation upon initial receipt of
credi bl e derogatory information whether to suspend eligibility/access
to classified informati on and/ or continue assignnent to a sensitive
position and then notify the Command Security Manager.
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Activity heads nust nmake a determ nation upon initial receipt of
credi bl e derogatory information whether to suspend eligibility/access
to classified informati on and/ or continue assignnent to a sensitive
position and then notify the Command Security Manager.

3. Supervisors will coment on the continued security clearance
eligibility of subordinates who have access to classified information
in conjunction with regularly schedul ed performance apprai sals. See
par agr aph 10-4 of reference (a) for guidance.

4. Patterns of foreign travel by cleared personnel, or their failure
to report such travel in advance as required, may have counterin-
telligence inplications. A report of such travel will be referred to
t he Command Security Manager.

9002. CONTI NUOUS EVALUATI ON

1. Wen questionable or unfavorable information, as identified in
appendi x F of reference (a), becones avail abl e concerning an

i ndi vi dual who has been granted access to classified information or
assigned to a sensitive position, conmands will report that
information to the Command Security Manager for reporting to the
Department of Navy Central Adjudication Facility (DONCAF). Comrands
will report all information, which neets the appendi x F standards
w thout attenpting to apply or consider any mtigating factors that
may exist. Use of exhibit 10A of reference (a) is encouraged to
ensure that there is sufficient information upon which to base a
determ nati on

2. |If the Command Security Manager determ nes that the devel oped
information is significant enough to require a suspension of the
i ndi vidual’s access for cause, the suspension action will be
acconpl i shed per paragraph 9-18 of reference (a) using the proper
adm ni strative chain of comrand.

3. Sensitive conpartnented information (SCI) access will be
suspended by the Systens Security Oficer (SSO, Marine Corps
Intelligence Activity per reference (a) and Director Central
Intelligence Directive regulations. The SSO wi |l coordinate these
activities wwth the Coormand Security Mnager.

4. A conmand report of suspension of access for cause w !l

automatically result in suspension of the individual’s clearance
eligibility by the DONCAF. Once clearance eligibility is suspended
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(or the individual is debriefed from SCl access for cause), the

i ndi vi dual may not be granted access or considered for re-

i ndoctrination into SCI access until clearance eligibility has been
reest abl i shed by the DONCAF

5. The Conmmand Security Manager will act as the liaison in matters
i nvol vi ng the DONCAF, except in those instances where the SSOis
required to go direct.
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CHAPTER 10

VI SI TOR ACCESS TO CLASSI FI ED | NFORVATI ON

10000. BASIC POLI CY

1. The termvisitor applies as follows:

a. Awvisitor to MCB/MCCDC and its tenants is any person who is
not attached to or enployed by the activity or staff.

b. A person on tenporary additional duty is considered a
visitor. Personnel on tenporary duty orders, reservist on active
duty for training or those personnel assigned on a quota to a school
or course of instruction are considered as visitors when not attached
to this Conmand.

c. Ceared DoD contractors are considered as visitors.

2. Commandi ng officers and directors will establish procedures to
ensure that only visitors with an appropriate |evel of security

cl earance and need to know are granted access to classified
information. If an escort is required for the visitor, a properly
trained mlitary or civilian nmenber or a contractor assigned to the
Command may be used. The activity receiving the visitor is
responsi bl e for ensuring that the visitor has proper identification.
An ID card will include a recent and recogni zabl e phot ograph, the
name, and social security nunber of the bearer. Mlitary/civilian
and contractor ID cards, or a valid drivers license containing all of
the above el enents may be used. Report any attenpt to gain access to
classified informati on by persons using fraudulent IDs to the Command
Security Manager, or to the Naval Crimnal Investigative Service
(NC'S).

3. \Wen the commandi ng officer permts a visit on an unclassified
basis by the general public, a witten statenent of command
safeguards will be prepared and inplenented to address the
possibilities of the presence of foreign agents anong the visitors.

10001. VISIT REQUEST

1. Al visit requests to or from MCB/ MCCDC and tenant conmmands wil |
be in conpliance wth paragraph 11-2 of reference (a). Incom ng
visit requests should be addressed to the Command Security Manager
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Attn: Visitor Control. It is extrenely inportant that visit
requests contain the name of the activity to be visited and point of
contact so that the Command Security Manager can forward the request
on time after validation.

2. The Special Security Oficer (SSO does not process coll ateral
visit requests. Therefore, do not submt visit requests through back
channel s unl ess they are sensitive conpartnmented information rel ated.

3. Visitor clearance procedures discussed in this chapter should not
be confused with area clearances required for entrance into a foreign
country.

4. Under no circunstances will personnel hand carry their own visit
requests to the places being visited. Hand carried orders do not
contain the required informati on and therefore, cannot be used in
lieu of visit requests.

10002. FOREIGN VISITS

1. SECNAVI NST 5510. 34, nanual for the D sclosure of Departnent of
Navy Mlitary Information to Foreign Governnments and | nternationa
Organi zations, 4 Nov 93 (NOTAL), and SECNAVI NST 5510. 30A provi de
gui dance on foreign nationals and representatives of foreign
entities.

2. Foreign visits are handl ed through the Visitor Control

Coordi nation Center, G3 (Operations Division), MCB. Visitor Contro
will coordinate visits involving technical discussions or the

di scl osure of classified material through the Command Security
Manager to ensure approval of these visits by the Navy International
Prograns O fice, the Cormandant of the Marine Corps and the NCIS in
matters involving security issues.

3. Receipt of a fraudulent visit request will be reported to the
nearest NCIS Ofice and to the Command Security Manager (B 054).

4. Visits involving access to and di ssem nation of Restricted Data,
or to facilities of the Departnent of Energy, are governed by the
policies and procedures in DoD 5210.2, Access To and D ssem nation of
Restricted Data, 12 Jan 78 (NOTAL). The Command Security Manager’s
Ofice wll sign, US. Departnment of Energy, Request for Visit or
Access Approval Form DOE F 5631. 20.
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5. Visits involving access to and di ssem nation of Sensitive
Conmpartnented Information are governed by the SSO Marine Corps
Intelligence Activity, and the procedures contained in Director
Central Intelligence Directive.

6. Visit requests may be transmtted by facsimle, nessage or by
electronic mail. Wen transmtted by facsimle, the visit request
must be on official |etterhead stationery. OPNAV form 5521/27 may
al so be used provided it is conpleted in its entirety.

NOTE: When visit requests are sent by facsinmle regardl ess of which

format is utilized the unit security manager or equivalent authority
nmust sign those requests.

10003. VISITS TO FOREI GN COUNTRI ES

1. Conmmanding officers and directors proposing sponsorship of an
official visit to a foreign country will note the requirenents of
chapter 11 of SECNAVI NST 5510. 30A.

2. Visits to foreign countries in which classified information is
i nvol ved wi Il be coordinated through the Command Security Manager.

3. Foreign travel briefs will be conducted by NCIS. Level | force
protection briefs will be given as required.
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CHAPTER 11

CLASSI FI CATI ON MANAGEMENT

11000. BASIC POLI CY

1. Executive Order 12958 is the prinme basis for classifying

i nformati on except as provided in the Atom c Energy Act of 1954, as
anended. In keeping with the policy of the DON to nmake available to
the public as much information as possible concerning its activities
information at MCB, Quantico will be classified only to protect
national security.

2. Unnecessary or higher than necessary classification will be
avoided. |If there is reasonable doubt about the need to classify
information, it shall not be classified. Wen there is reasonable
doubt about the appropriate |evel of classification, safeguard the
information as if it were classified at the higher level until an
original classification authority (OCA) nakes a determ nation. This
determ nati on nust be made within 30 days. (chapter 4, SECNAVI NST
5510. 36)

11001. CLASSI FI CATI ON DESI GNATI ONS. I nformation which requires
protection agai nst unauthorized disclosure in the interest of
national security nust be classified in one of three designations:
"Top Secret,"” "Secret," or "Confidential." The markings "For
Oficial Use Only," and "Limted Oficial Use" cannot be used to
identify classified information, nor can you use nodifying terns in
conjunction with authorized classification designations, such as
"Secret Sensitive."

1. Top Secret is the designation applied only to information the
unaut hori zed di scl osure of which could reasonably be expected to
cause exceptionally grave damage to national security. The CG MCCDC
and t he Conmmander Marine Corps Systens Comrand ( COVMARCORSYSCOM) are
the only DON officers designated to exercise Top Secret OCA aboard
MCB, Quanti co.

2. Secret is the designation applied only to information the
unaut hori zed di sclosure of which could reasonably be expected to
cause serious damage to national security. The CG MCCDC and the
COMVARCORSYSCOM are the only DON of ficials designated to exercise
Secret OCA aboard MCB, Quanti co.
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3. Confidential is the designation applied to information the
unaut hori zed di scl osure of which could reasonably be expected to
cause damage to national security. Confidential OCAs at this Base
w Il be the designated Top Secret and Secret OCAs indicated in
previ ous paragraphs.

11002. CLASSI FI CATI ON GUIDANCE. I nasmuch as it is inpractical to
attenpt to cover all subjects dealing with classified information,
MCCDC OCAs dealing with the following will consult chapter 4 of
SECNAVI NST 5510. 36:

1. Oiginal vs. derivative classification.

2. Oiginal classification principles and considerations.

3. Specific classifying criteria.

4. Limtations on classifying.

5. Duration of original classification.

6. Chal | enges.

7. Resolution of conflicts.

8. Tentative classification.

9. Private information.

10. Foreign governnent information

11003. OCA TRAINING Al OCAs shall be trained in the fundanental s
of security classification, the limtations of their classification
authority, and their OCA duties and responsibilities. This training
is a prerequisite for an OCA to exercise this authority. OCAs shal
provide witten confirmation (i.e., indoctrination letter) to the
Chi ef of Naval Operations (CNO (NO9N2) that this training has been
acconplished. Training shall consist of a review of pertinent E O s,

statutes, and DON regul ations. The CNO (NO9N2) will provide OCA
training material upon request.
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11004. DERI VATI VE CLASSI FI CATI ON

1. Wiile original classification is the initial determnation that
information requires, in the interest of national security,
protection agai nst unaut hori zed di scl osure, derivative classification
is the incorporating, paraphrasing, restating, or generating, in new
form information that is already classified, and the marking of
new y devel oped information consistent with the classification
mar ki ngs that apply to the classified source. This includes the
classification of information based on duplication or reproduction of
existing classified information. An estimted 99 percent of the
classified informati on produced is derivatively classified.

2. Derivative classifier shall:

a. (bserve and respect the original classification
determ nati ons made by OCAs (and as codified in classified source
docunents and security classification guides),

b. Use caution when paraphrasing or restating information
extracted froma classified source docunent(s) to determ ne whet her
the classification may have been changed in the process,

c. Carry forward to any newly created information the pertinent
cl assification markings.

11005. ACCOUNTABILITY OF CLASSI FIERS. C assifiers are accountable
for the propriety of the classifications they assign, whether
original or derivative. Those with Command si gnature authority must
ensure that classification markings are accurate before they sign
classified docunents or approve classified material. Conmandi ng

of ficers may designate the organi zational security manager as the
approver of assigned derivative classifications.

11006. FOREI GN GOVERNMENT | NFORVATI ON (FQ)

1. Information classified by a foreign governnent or international
organi zation retains its original classification level or is assigned
a U S classification equivalent (see exhibit 6c of SECNAVI NST
5510.36) to that provided by the originator to ensure adequate
protection of the information. Authority to assign the U S

cl assification equival ent does not require original classification
authority.
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2. Foreign Governnment Unclassified and RESTRI CTED i nformati on
provided with the expectation, expressed or inplied, that it, the
source, or both are to be held in confidence shall be classified
confidential. It may be classified at a higher level if it neets the
damage criteria of paragraph 4-2 of SECNAVI NST 5510. 36

11007. SYSTENATI C REVI EW6

1. Information classified by the OCAs will be declassified as soon as
national security considerations permt. Chapter 4 of SECNAVI NST
5510. 36 refers. Decisions concerning decl assification or downgradi ng
nmust be based on the |loss of sensitivity of the information with the
passage of tine or the occurrence of an event that permts

decl assification or downgrading. Authority to downgrade or

decl assify should not be confused with the adm nistrative
responsibility of a holder of classified information to downgrade or
declassify it as directed by a classification guide, continued
protection guidelines, or the instructions on a docunent.

2. Although Navy and Marine Corps comands no | onger require
systematic reviews for declassification, MCB, Quantico activities
will continue to conduct systematic reviews in the interest of
reduci ng classified holdings to the | owest m nimum necessary. This
action will be nonitored by the Conmand Security Manager (B 054) with
enphasi s on reducing vulnerability to security violations resulting
fromthe accunul ati on of excessive anobunts of classified material.

11008. CONTI NUED PROTECTI ON GUI DELI NES. Conti nued protection
gui del ines i n OPNAVI NST 5513. 16A wi Il be used in review ng 25-year-
old classified information held by MCB activities. DON information
that is 25 years old and is not identified in the guidelines as
requiring continued protection will be declassified.

11009. REQUESTS FOR MANDATORY DECLASSI FI CATI ON REVI EW  Requests for
mandat ory decl assification review are distinct fromrequests for
records made under the Freedom of Information Act. Requests received
for mandatory decl assification review w || be forwarded to the CG MCB
(B 054) for action per chapter 4 of SECNAVI NST 5510.36. Requests
received for records nmade under the FOA will be forwarded to the CG
MCB (B 013).

11010. DECLASSI FI CATI ON, DOANGRADI NG, AND UPGRADI NG. A thorough
revi ew of chapter 4 of SECNAVI NST 5510. 36 should be made prior to the
decl assi fication, downgradi ng, and upgrading of classified material.
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CHAPTER 12

SECURI TY CLASSI FI CATI ON GUI DES ( SCGs)

12000. BASI C POLI CY

1. Security Classification Guides (SCG serve both | egal and
managenent functions by recording DON original classification
determ nati ons made under reference (a) and its predecessor orders.
SCGs are the primary reference source for derivative classifiers to
identify the I evel and duration of classification for specific

i nformation el ements.

2. The DON original classification authority (OCA) listed in exhibit
4A of SECNAVI NST 5510.36 are required to prepare a SCG for each DON
system plan, program or project under their cognizance that creates
classified information. Updates to exhibit 4A can be found on the
Chi ef of Naval Operations (CNO (NON2) Honepage at

wWwmv. navysecurity.navy.ml. Security Cassification GQuides shall be
i ssued as soon as practicable prior to initial funding or
i npl enentation of the relevant system plan, program or project. In

support of this requirenent, the CNO (NOON2) nmanages a system call ed
the Retrieval and Analysis of Navy O assified Informati on (RANKIN)
Program whi ch nmanages and centrally issues SCGs for the DON OCAs.

12001. PREPARI NG SCGs. SCGs shall be prepared, in witing, in the
format described in Executive Order 12958, and approved personally by
an OCA who has both cogni zance (i.e., program or supervisory
responsibility) over the information, and who is authorized to
originally classify information at the highest classification |evel
prescribed in their SCHs).

12002. RETRI EVAL AND ANALYSI S OF NAVY CLASSI FI ED | NFORVATI ON
PROGRAM (RANKIN). The primary el enment of the RANKIN Programis a
conput eri zed database that provides for the standardi zation
centralized nmanagenent, and issuance of all DON SCGs. After approval
by an OCA, SCGs are forwarded to the CNO (NOON2), RANKIN Program
Manager, and entered into the RANKIN dat abase. Additionally, the
RANKI N Program Manager maintains historical files for all DON SCGs.
Classification guides are detailed in chapter 5, paragraph 5-3 of
OPNAVI NST 5510. 36.
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12003. PERIODIC REVIEW OF SCGs. OCAs shall review their SCGs for
accuracy and conpl eteness at | east every 5 years and advi se the CNO
(NON2) of the results. Proposed changes to, and cancell ations of,
exi sting SCGs shall be sent to the CNO (NOON2) in the format

descri bed in OPNAVI NST 5513. 1E

12004. CONFLI CT BETWEEN A SOURCE DOCUMENT AND AN SCG. I n case of
apparent conflict between an SCG and a cl assified source docunent
about a discrete itemof information, the instructions in the SCG
shal | take precedence.
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CHAPTER 13

MARKI NG

13000. BASIC POLI CY

1. The purpose of marking classified material is to informthe hol der
of the classification |evel, the degree of protection required, and to
assist in extracting, paraphrasing, downgradi ng, and decl assifying
actions. Al classified nmaterial nust be marked in a manner that

| eaves no doubt about the level of classification assigned to the

mat erial, which parts contain or reveal classified informtion, how
long the material nust remain classified, and any additional neasures
necessary to protect the material.

2. Cassified material wll be physically marked, annotated, or
identified as specified in chapter 6 of SECNAVI NST 5510. 36.

13001. BASI C MARKI NG REQUI REMENTS

1. Marking requirements and the application of markings vary,
depending on the kind of material. For purposes of uniformty and to
avoi d redundancy, paragraph 13000 above is applicable.

2. Cassification markings will be stanped, printed, or witten in
capital letters, larger than those used in the text docunent or
conspi cuously on other material, and, when practical, in the color
r ed.

13002. REPRCDUCTI ON OF GUI DES. The reproduction of guides utilizing
Chapter 6 and exhibits 6A-1 through 6A-18 of SECNAVI NST 5510.36 is
encouraged for use by personnel responsible for proper marking of
classified material .

13003. FILES, FOLDERS, OR GROUPS OF DOCUMENTS

1. Wen a file, folder, or group of classified docunents is renoved
fromsecure storage, it nust be conspicuously marked wth the hi ghest
classification of any classified docunent it contains, with an
appropriate classified docunent cover sheet attached.
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2. The only docunent cover sheets authorized for use by activities
at MCB, Quantico are as foll ows:

a. Top Secret Cover Sheet, SF 703 - NSN 7540-01-213-7901.
b. Secret Cover Sheet, SF 704 - NSN 7540-01-213-7902.
c. Confidential Cover Sheet, SF 705 - NSN 7540-01-213-7903.

3. In addition, the following forns are to be used by all activities
at this Base:

a. Security Container Information Form SF 700 - NSN 7540-01-
214-5372 (figure 13-1).

b. Activity Security Checklist, SF 701 - NSN 7540-01-213-7899
(figure 2-6).

c. Security Container Check Sheet, SF 702 - NSN 7540-01-213-7900
(figure 2-7).

13004. TRANSM TTALS. Wien a transmttal docunent or endorsenent is
added to classified material, it must carry the highest
classification of the information it transmts, and a statenent
showi ng the classification, if any, of the transmttal docunent
standing alone. An unclassified letter, which transmts a classified
docunent as an enclosure, would carry the classification of the

encl osure and the notation, "unclassified upon renoval of enclosure".

13005. ELECTRONI CALLY- TRANSM TTED MESSAGES. Mark classified
nmessages at the top and bottomw th the overall classification and
portion marked as prescribed for other docunents. Due to black ink
used in preparing nessages, red ink is encouraged for marking

cl assified nmessages.

13006. CHARTS, MAPS, AND DRAW NGS. Mark overall classification at
the top and bottom of each docunent. Add additional nmarkings that
are clear when the docunent is rolled or fol ded.

13007. REMOVABLE AUTOVATED | NFORVATI ON SYSTEM (AI'S) AND WORD
PROCESSI NG STORAGE MEDI A

1. External Markings. Renopvable information storage nmedia and
devices, used with AIS systens and typewiters or word processing

13-4



| NFORMATI ON AND PERSONNEL SECURI TY PROGRAM 13010

systens nust be | abel ed using col or-coded | abels (Standard Forns 706,
707, 708, 709, 710, and 711 see page 6A-18 of SECNAVI NST 5510. 36)
that indicate clearly the classification, and associ ated marki ngs of
the information they contain. Media and devices that store
information recorded in the analog or digital formand are generally
mount ed or renoved by the users or operators include magnetic tape
reels, cartridges, cassettes, renovable hard drives, CD ROM di sks,

di sk cartridges, disk packs, diskettes, and magnetic cards.

2. Internal Markings. AI'S and word processing systens will provide
for internal markings to ensure that classified information, which is
produced or generated, clearly shows the classification and

associ ated markings. The Chief of Naval Operations (OP 09N) may
exenpt existing systens when internal marking requirenments cannot be
met w thout extensive systemnodification. Procedures nust be

est abl i shed, however, to ensure that users and recipients of the
media or information are clearly advised as to the classification and
associ at ed mar ki ngs.

13008. DOCUMENTS PRODUCED BY Al S EQUI PMENT. These docunents will be
mar ked as prescribed in paragraph 6-34 of SECNAVI NST 5510. 36.

13009. STANDARD DOMNNGRADI NG DECLASSI FI CATI ON MARKI NGS. Mark this
mat eri al per paragraph 6-10 of SECNAVI NST 5510. 36.

13010. SECURI TY DI SCREPANCY NOTI CE. \When classified material is
recei ved which is inproperly or inconpletely marked, or which does not
show proper downgradi ng or declassification information, the Comrmand
Security Manager (B 054) will in turn notify the originator of the

mat erial by utilizing OPNAV Form 5511/51, Security Discrepancy Notice
(figure 13-2).
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| NFORVATI ON AND PERSONNEL SECURI TY PROGRAM
&

SECURITY CONTAINER INFORMATION | '- AREA OR POST 2 8unLOING 3. ROOM NO T CONTAINER NUMBER
(If required) (If required) =
INSTRUCTIONS H |
1. COMPLETE PART 1 AND PART 24 (ON END O w
OF FLAP) 4. ACTIVITY (DIVISION, BRANCH, SECTION OR OFFICE) | 5. CONTAINER NO e
2. DETACH PART 1 AND ATTACH TO INSIDE OF a8 COMBINATION
CONTAINER wx
6. MFG. & TYPE 7. MFG & TYPE LOCK 8. DATE COMBINATION 28
3. MARK PARTS 2 AND 2A WITH THE HIGHEST CONTAINER CHANGED m m :
CLASSIFICATION STORED IN THIS CONTAINER m <@
4. DETACH PART 2A AND INSERT IN ENVELOPE. 9. NAME AND SIGNATURE OF PERSON MAKING CHANGE ) wZzzZ u turns 1o the (Right) (Left) stop at
wa
5. SEE PRIVACY ACT STATEMENT ON REVERSE. Zz _u m m ———— s to the {Righ) (Leh) stop at
10 Immediately notify one of the following persons, if this container is found open and unattended. M m g m 5 s o e (g ) -
&
EMPLOYEE NAME HOME ADDRESS HOME PHONE M sex g s to the (Fient .
w
wo>
z o
S8 =
z
o013
Epu
Y3 o WARNING
225 THIS COPY CONTAINS CLASSIFIED INFORMATION WHEN
o E m COMBINATION IS ENTERED.
oo
=49 UNCLASSIFIED UPON CHANGE OF COMBINATION
W>a
E¥
2A INSERT IN SF 700 (8-85)
1. ATTACH TO INSIDE OF CONTAINER  700-101 FTaNDARD FORM 700 (8-85) ENVELOPE  GSA/iS60 "
.214.: Prescribed by GSA/ISOO GSA/iISOO
NSN 7540-01-214-5372 35 CFR00% 32 CFR 2003

I nformati on SF 700.

Figure 13-1.--Sanple Security Container
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SECURITY DISCREPANCY NOTICE

OPNAV 5511/51 (5-80) S/N 0107-LF-055-5355 (This form replaces OPNAV 5511/8; 22 and 24 which are obsolete)

FROM DATE
REF
a. b. OPNAVINST 5510.1 SERIES
(Insert ref. (a))
ENCL

TO: —

L

(Note — This form may be mailed
in a window envelope.)

1. Reference (a) has been found to be inconsistent with or in contravention of reference (b) for the reason(s) checked below.

2. If applicable, corrective action should be taken and where this involves changing classification, all holders of reference (a) should be notified accordingly.

IMPROPER TRANSMITTAL/PACKAGING

SENT VIA NON-REGISTERED/
NON-CERTIFIED MAIL

CLASSIFICATION NOT MARKED ON
INNER CONTAINER

RECEIVED IN POOR CONDITION;
COMPROMISE IMPROBABLE

SENT IN SINGLE CONTAINER

NO RETURN RECEIPT

ADDRESSED IMPROPERLY

MARKINGS ON OUTER CONTAINER
DIVULGE CLASSIF. OF CONTENTS

INADEQUATE WRAPPING; NOT
SECURELY WRAPPED OR PROTECTED

OTHER (Specify)

CLASSIFICATION

BASIC CLASSIFICATION
QUESTIONABLE

DOCUMENT SUBJECT
MARKING

CHART, MAP OR DRAWING
MARKING

OVERALL MARKINGS

DOCUMENT TRANSMITTAL
MARKING

PHOTO, FILM OR RECORDING
MARKING

PARAGRAPH/COMPONENT
MARKINGS

MESSAGE MARKING

OTHER (Specify)

ADING/DECLASSIFICATION

CLASSIFICATION AUTHORITY NOT
IDENTIFIED OR UNAUTHORIZED

DOWN GRADING DATA
INCORRECT

DECLASSIFICATION (OR REVIEW)
DATA OMITTED OR INCORRECT

OTHER (Specify)

Fold here?wl'lh face of form in view

COMMENTS (Continue on reverse, if necessary)

COPY TO: OP-009D (WITH ADDRESSEE DELETED)

SIGNATURE

TITLE

Figure 13-2.--Sanple Security Discrepancy Notice OPNAV

5511/ 51.
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CHAPTER 14

SAFEGUARDI NG

14000. BASIC POLICY. Cassified information or material wll be
used only where there are facilities or under conditions adequate to
prevent unaut hori zed persons from gai ning access to it. To the
extent possible, classified holdings wll be consolidated to limt
the areas where it will be used. The exact nature of security

requi renents will depend on a thorough security evaluation of | ocal
conditions and circunstances provided by the CG MCB (B 054).

14001. RESPONSIBILITY

1. Anyone who has possession of classified material is responsible
for safeguarding it at all times and particularly for |ocking
classified material in an appropriate security contai ner whenever it
is not in use or under direct supervision of authorized persons. The
cust odi an nust foll ow procedures, which ensure that unauthorized
persons do not gain access to classified information by sight, sound,
or other nmeans. Cassified information wll not be discussed with or
in the presence of unauthorized persons.

2. Custodians will not renove classified material froma designated
of fice or working area except in the performance of official duties
and under conditions providing the protection required by SECNAVI NST
5510. 30A and SECNAVI NST 5510.36. Under no circunmstances wll a
custodi an renove classified material from designated work areas to
work on it during off duty hours, or for any other purpose involving
personal conveni ence, w thout specific approval of the CG MCB

(B 054).

14002. RESTRI CTED AREAS

1. Do not designate controlled areas, limted areas, and excl usion
areas in any way that outwardly note their relative sensitivity.
| dentify any such area as a "Restricted Area.”

2. Personnel permtted after hour access to classified work or

storage areas will be required to sign in and out on a | og sheet,
with the exception of facilities operated 24/7.
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14003. CONTROL MEASURES

1. Al top secret information (including copies) originated or

recei ved by a command shall be continuously accounted for,
individually serialized, and entered into a command top secret |o0g.
The Top Secret Control Oficer (TSCO for MCB, Quantico is |ocated at
Security Branch, Cassified Material Control Center (CMCC) and is the
primary custodian for all Top Secret material held at MCB, Quanti co.

2. The Base CMCC is a decentralized facility, therefore, with the
exception of special category classified and Top Secret naterial,
Secret docunents wll not be retained at the CMCC but at the division
| evel Secondary Control Point (SCP)

a. Secret material originated locally or received by other
commands will be entered into the Automated Security Control Program
(ASCP). This includes all material comng in through official mai
addressed to an activity or individual and material hand carried by
personnel of this or other conmands and organi zati ons.

b. Al secret docunents leaving the CMCC to the SCPs will have
with themtw classified material control fornms that identify the
docunent. One copy of the control formis to be signed and dated by
the SCP, and retained as a receipt by the CMCC until that docunent
appears on the next reported inventory. The second control formis
for use by the SCPs for their |ocal accountability requirenents.
Docunent control forns are unclassified and nay be reproduced
| ocal ly.

c. The destruction of docunents under ASCP control will be
acconpl i shed per chapter 17 of this manual and SECNAVI NST 5510. 36.

3. Commandi ng officers shall establish adm nistrative procedures for
the internal control of Secret and Confidential information
(including itens controlled by the ASCP) appropriate to their | ocal
envi ronnment, based on an assessnent of the threat, |ocation, and

m ssion of their command. These procedures shall be used to protect
secret and confidential information from unauthorized discl osure by
access control and conpliance with the marking, storage,

transm ssion, and destruction requirenents of this manual and

SECNAVI NST 5510. 36.
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14004. WORKI NG PAPERS

1. Working papers include classified notes fromtraining courses or
conferences, research notes, drafts, and simlar itens that are not
fini shed docunments. Working papers that contain classified

i nformation shall be:

a. Dat ed when creat ed;

b. Conspicuously marked "Working Papers” on the first page in
letters larger than the text;

c. Marked centered top and bottom on each page with the hi ghest
overall classification |evel of any information they contain;

d. Protected per the assigned classification |evel; and
e. Destroyed by authorized neans when no | onger needed.

2. Commandi ng officers shall establish procedures to account for,
control, and mark all working papers in the manner prescribed for a
fini shed docunment of the same security classification | evel when
retained nore than 180 days fromdate of creation or officially

rel eased outside the organi zation by the originator.

3. Secret Internet Protocol Router Network (SIPRNET) e-mail and
their attachnments will not automatically be identified and marked as
Wor ki ng Papers.

a. Cassification marking of SIPRNET email and attachnents wl|l
be per chapter 13 of this manual and chapter 6 of SECNAVI NST 5510. 36.
Unli ke Unclassified but Sensitive Internet Protocol Router Network
(NI PERNET) e-mail, which is always uncl assified, unclassified SIPRNET
e-mai |l must be plainly marked as “unclassified” prior to sending,
printing or downl oadi ng.

b. Wen SIPRNET e-mail is classified secret or confidential, then
t he highest classification will be properly marked and all portion
mar ki ngs conpl eted prior to sending, printing, or downl oadi ng (chapter
13 of MCBO 5510. 1B).

c. If clarification is required on the overall classification of
SI PRNET emai| and especially on any m ssing portion markings, then the
originator is the only authority that can clearly identify and
mar k/ re-mark any questionabl e information.
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d. As well as classification and portion marking, the originating
source of classified information nmust also be identified along with
its appropriate declassification instructions (chapters 11 and 12 of
MCBO 5510. 1B).

e. Further, all docunentation identified in this category not
conformng to the regul ations provided will be considered a violation
of security practices and will not be | ooked on favorably during
i nspecti ons.

14005. SPECI AL TYPES OF CLASSI FI ED AND CONTROLLED UNCLASSI FI ED
| NFORVATI ON.  Control and safeguard special types of classified
information as foll ows:

1. Naval Warfare Publications (NWs). NW 1-01 requires an

adm ni strative systemfor controlling the NW Library within the
command. C assified NWPs shall be safeguarded per SECNAVI NST

5510. 36, according to their security classification |evel.

Adm ni strative controls for NWPs do not replace the security controls
required for classified information.

2. North Atlantic Treaty Organization (NATO. NATO classified
docunents will not be intermngled with U S. docunents in storage
contai ners. NATO docunents may be filed in the sanme drawer of a
security container with U S. docunents if they are segregated and
clearly identified as NATO files. Control and safeguard NATO
classified information (including NATO Restricted) per OPNAVI NST
5510. 101D

3. Control and protect all other special category information (e.g.,
FAG, RD, CNWDI, FRD, COMGEC, SAFP'S NNPI, SBU, DEASI, and DoD UCN )
per chapter 7, paragraph 7-7 of SECNAVI NST 5510. 36.

14006. |1 D CARDS AND BADGES. Activities using an |ID/ badge systens
will conmply with the provisions of OPNAVI NST 5530. 14C, bearing in

mnd that classified information will not be disclosed or rel eased
solely on the basis of a card or badge. The MCB access roster and
the Command Security Manager are available for assistance in this

matter.
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14007. CARE DURI NG WORKI NG HOURS

1. Keep classified information under constant surveillance by an

aut hori zed person at all tinmes. Wen classified docunents are
removed from storage for working purposes, keep them face down or
covered when not in use with classified material cover sheets,
Standard Forns 703, 704, and 705, will be used. (figures 14-1, 14-2,
and 14-3)

2. Discuss classified informati on only when unaut hori zed persons
cannot overhear the discussion. Take particular care when there are
visitors or mai ntenance personnel present. Escorts should alert
fell ow workers when visitors or worknen are in the area. Practice

t he need-to-know principle.

3. Protect prelimnary drafts, carbon sheets, plates, stencils,

st enographi ¢ notes, worksheets, and all simlar itens containing
classified information. Further protect this material by taking it to
secondary control points for proper destruction inmediately after they
have served their purpose, or by giving themthe sanme classification
and safeguarding themin the same nmanner as the classified materi al

t hey provi ded.

4. Protect conmputer printer and typewiter ribbons, conputer storage
medi a, and other classified itens according to their security
classification |evel.

5. In a mxed working environnent (i.e., classified and

uncl assified), automated information system nedi a used for processing
or storing classified information shall be marked with an SF 706,

707, 708, 709, 710, 711, or 712 Sensitive Conpartnented |nformation,
as applicable. 1In a totally unclassified working environnment, SF

| abel s are not required.

14008. END- OF- DAY SECURI TY CHECKS

1. Commanding officers and activity heads will require a security
check at the end of each working day to nake sure all classified
material is properly secured.

2. Sanple procedures for activity security checks are in figure
2-7. Those conducting security checks will make sure that:
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a. Security containers have been | ocked. The Security Contai ner
Check Sheet, SF 702 (figure 2-8) will be used as the opening and
| ocking record for all security containers, vaults and secure roons.
Appropriate entry’s will be made on SF 702 each tinme a container or
vaul t/ secure roomis opened and | ocked, but need only be double
checked after the last |ocking for that day.

b. The contents of desks, wastebaskets and other surfaces and
receptacles containing classified materi al have been properly stored
or destroyed.

c. Wndows and doors have been | ocked.

d. Al classified material is stored in the manner prescribed
and that burn bags are properly stored or destroyed.

e. Security alarns(s) and equi pnent have been acti vat ed.

f. Check other itens as directed (i.e. STU Il phones, power off
on shredders, conputers, copiers etc.).

3. Al SF 702 fornms used to record the opening and | ocki ng of
security containers, vaults/secure roons that contain COVSEC
information/material will be retained for 2 years. The SF 701 form
and all other SF 702 fornms will be maintained for 30 days (current
mont h pl us previous nonth).

14009. SAFEGUARDI NG DURI NG VI SITS. Commandi ng of ficers shal
establish procedures to ensure that only visitors with an appropriate
cl earance | evel and need-to-know are granted access to classified
information. At a mninmm these procedures shall include
verification of the identity, clearance |evel access (if

appropriate), and need-to-know for all visitors. Refer to SECNAVI NST
5510. 30A for visit procedures.

14010. SAFEGUARDI NG DURI NG CLASSI FI ED MEETI NGS5

1. Cassified information will not be disclosed at conferences,
synposi a, exhibits, conventions, sem nars, or other gatherings
(hereafter called neetings) unless disclosure of the information
serves a governnent purpose and adequate security neasures are taken
to control access to the information and prevent its conprom se.
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2. A neeting conducted or sponsored by any activity at this Base in
which classified information will be disclosed nust be held at a
cleared facility and only after determ ning that:

a. Disclosure of classified information at a neeting is in the
best interest of national security.

b. The use of conventional channels for dissem nation of
classified information will not acconplish the purpose of the
nmeet i ng.

c. The location selected facilitates proper control and
di ssem nation of classified information including secure storage.

d. Adequate security neasures and access procedures will be
i nposed.

e. Attendance will be limted strictly to those persons whose
presence i s considered necessary in the interests of national
security.

f. Al persons to be invited who are not cleared nenbers of the
Executive Branch of the governnent or cleared DoD contractor
enpl oyees have been identified so Limted Access Authorizations or
Foreign Disclosure Authorizations may be processed.

3. The center, Base, or activity head sponsoring a neeting at which
classified information is to be disclosed is responsible for ensuring
that visit requests for attendees are on file prior to conducting the
nmeeting. The center, Base, or activity point of contact wll
coordinate with the Command Security Manager to verify classified

mat eri al access eligibility of attendees.

4. Marine Corps and Navy personnel at this Base nmust have the
approval of their division directors/comrandi ng officers to disclose
classified information at neetings conducted by or under security
sponsorshi p of other bases or agencies of the Executive Branch of the
gover nnent .

5. Marine Corps or Navy conmands conducting or providing security
sponsorship for classified neetings nust ensure that:

a. Areas in which classified information is to be di scussed
af ford adequate security agai nst unauthorized access.

b. Adequate storage facilities are avail able.
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c. Each person attendi ng has been authorized access to
i nformati on of equal or higher classification than the information
bei ng di scl osed.

d. Admittance is |imted to those on an approved access |list and
then only upon proper identification. Strict conpliance with this
requirenent is especially critical when a classified neeting has been
announced publicly.

6. Each person who is to disclose classified information nust be
notified of the security limtations that nust be inposed because of:

a. The level of access authorized for all attendees.
b. "Need-to-know' of attendees.
c. Physical security conditions.

d. Provisions have been nade to control and safeguard classified
material given to those attending and to retrieve the material or
effect transfer of control through approved nethods.

e. Sessions are nonitored to ensure discussions are linted to
the | evel authorized.

f. Cdassified notes received or taken will be controlled per
par agr aph 14004 of this manual .

7. A person who is neither a cleared nenber of the Executive Branch
of the governnment nor a cleared DoD contractor enployee cannot attend
a classified neeting sponsored by a Navy or Marine Corps conmand

wi t hout approval by the Chief of Naval Operations (OP 09N)

Aut hori zati on nust be obtained before issuing an invitation.

8. Al study groups being fornmed aboard this Base, to include HQVC
activities, will coordinate with the CG MCB (B 054) prior to
utilizing classified material. A 30-day period is required for
security planning purposes.

9. Conprom sing emanati ons inspections and technical surveillance
count ermeasures inspections are mandatory for study groups utilizing
Top Secret material, and when Secret material is discussed on a
continuous basis within the study group area.
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10. Individuals assigned to any study group who will utilize any
classified material will be placed on the MCB C assified Materi al
Access List. The granting of interim Top Secret clearances to gain
access to Top Secret material is discouraged.

11. Al MCB orders and other applicable security directives wll be
fol |l owed by study groups.

12. Wen it becones necessary to provide tenporary storage of
classified material brought aboard MCB, Quantico after normal working
hours, the CMCC duty clerk will be notified by phone or pager, and
the CMCC w Il act as the overnight repository for classified materi al
(up to secret level) hand-carried by visitors from ot her comuands.
This neasure is an energency neasure to protect classified nateri al
when prior arrangenents for storage of classified material cannot be
made. Personnel fromthe CMCC will secure the material in the CMCC

| ocated at 3300 Russell Road, room 310 until called for by
appropriate authority.

14011 | NVENTORY OF CLASSI FI ED MATERI AL

1. A change of custodian inventory nust be conducted and submtted
to the Head, Docunent Control Section, CMCC, upon relief of a SCP
custodi an. The incom ng custodi an nmust conplete and sign the
inventory prior to the departure of the outgoing custodian and the
assunption of the account. The SCP Security Manager verifies the
inventory, figure 14-4.

2. A local conputer-generated inventory printed fromthe Autonated
Security Control Program (ASCP) will be conducted sem annually (the

| ast working day of January and July) for verification by the SCP
Security Manager. Once the material has been physically sighted, the
verified inventory will be submtted to the Head, Docunment Contr ol
Section, CMCC, within 10 worki ng days, figure 14-5.

3.  An unannounced inspection inventory of all accountable secret
controlled material on retention within an activity will be conducted
annual |y by personnel fromthe CMCC, the inventory will be a physical
sighting and exam nation of witten evidence of proper account-
ability, destruction, transfer, etc. During inventories, docunents
wll be audited to determ ne conpl et eness, accuracy of markings,
serial nunmbers (bar codes), declassification/downgrading
instructions, and related control dates.

4. Al inventories conducted by personnel fromthe CMCC, are based
on the holdings listed in the Master Data Base of the ASCP.
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TOP SECRET

THIS IS A COVER SHEET

FOR CLASSIFIED INFORMATION

ALL INDIVIDUALS HANDLING THIS INFORMATION ARE REQUIRED TO PROTECT
IT FROM UNAUTHORIZED DISCLOSURE IN THE INTEREST OF THE NATIONAL
SECURITY OF THE UNITED STATES.

HANDLING, STORAGE, REPRODUCTION AND DISPOSITION OF THE ATTACHED
DOCUMENT WILL BE IN ACCORDANCE WITH APPLICABLE EXECUTIVE
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

(This cover sheet is unclassified.)

TOP SECRET

STANDARD FORM 703 (8-85)
703-101 Frcscrlbed Dy GSA/1SO0
NSN 7540-01-213-7901

COLOR ORANGE

Figure 14-1.--Sanple Top Secret Cover Sheet.
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SECRET

THIS IS A COVER SHEET

FOR CLASSIFIED INFORMATION

ALL INDIVIDUALS HANDLING THIS INFORMATION ARE REQUIRED TO PROTECT
IT FROM UNAUTHORIZED DISCLOSURE IN THE INTEREST OF THE NATIONAL
SECURITY OF THE UNITED STATES.

HANDLING, STORAGE, REPRODUCTION AND DISPOSITION OF THE ATTACHED
DOCUMENT MUST BE IN ACCORDANCE WITH APPLICABLE EXECUTIVE

ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

(This cover sheet is unclassified.)

SECRET

STANDARD FORM 704 (8-85
704-101 Prescribed by GSA/ISOO
NSN 7540-01-213-7902 32 CFR 2003

COLOR RED

Figure 14-2.--Sanple Secret Cover Sheet.
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CONFIDENTIAL

THIS IS A COVER SHEET

FOR CLASSIFIED INFORMATION

ALL INDIVIDUALS HANDLING THIS INFORMATION ARE REQUIRED TO PROTECT
IT FROM UNAUTHORIZED DISCLOSURE IN THE INTEREST OF THE NATIONAL
SECURITY OF THE UNITED STATES.

HANDLING, STORAGE, REPRODUCTION AND DISPOSITION OF THE ATTACHED

DOCUMENT MUST BE IN ACCORDANCE WITH APPLICABLE EXECUTIVE
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

(This cover sheet is unclassified.)

CONFIDENTIA

705-101 STANDARD FORM 706 (8-85)

Prescrlbcd h GSA/ISO!
NSN 7540-01-213-7903 2CFR 20

COLOR BLUE

Figure 14-3.--Sanple Confidential Cover Sheet.
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LETTER HEAD

5510
(Origi nator Code)
(Dat e)

From Activity/ Secondary Control Point
To: Commandi ng General, Marine Corps Base (B 054) (Attn:
Head, Docunent Control Section, CMCC)

Subj: CHANGE OF CUSTODI AN | NVENTORY OF CLASSI FI ED MATERI AL

Ref : MCBO 5510. 1B

Encl: ASCP, print out of inventoried materi al

1. Per the reference, a change of custodian inventory of al
control | ed SECRET hol di ngs was conducted on (DATE). The enclosure is

a detailed list of classified material, held by this sub-account.

2. Point of Contact for this matter is (Primary Custodi an or
Al ternate or Security Coordinator), (telephone nunber).

(I'ncom ng Cust odi an)
SI GNATURE

(Security Manager)
S| GNATURE
Verified by

Copy to:
CG MCB (B 054)
Unit/Acty Scty Mr

Figure 14-4.--Sanpl e Change of Custodian Inventory of Cassified
Mat erial Cover Letter.
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LETTER HEAD

5510
(Origi nator Code)
(Dat e)

From Activity/ Secondary Control Point

To: Commandi ng General, Marine Corps Base (B 054) (Attn:
Head Docunent Control Section, CMCC)

Subj: SEM ANNUAL | NVENTORY OF CLASSI FI ED MATERI AL

Ref : MCBO 5510. 1B

Encl: ASCP, print out of inventoried materi al

1. Per the reference, a sem annual inventory of all controlled

SECRET hol di ngs was conducted on (DATE). The enclosure is a detailed
list of classified material, held by this sub-account.

2. Point of Contact for this matter is (Primary Custodi an or
Al ternate or Security Coordinator), (telephone nunber).

(I'ncom ng Cust odi an)
SI GNATURE

(Security Manager)
S| GNATURE
Verified by

Copy to:
CG MCB (B 054)
Unit/Acty Scty Mr

Figure 14-5.--Sanple Sem annual Inventory O C assified Materi al
Cover Letter.
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CHAPTER 15

DI SSEM NATI ON

15000. BASIC POLI CY

1. Dissemnation of classified material will be limted to those
activities having a need-to-know and will reflect all applicable
restrictions inposed by the originator and higher authority.

2. Material prepared for public release will not contain classified
mat erial or prescribed technical data. Policies and procedures
governing public release of official information and the

ci rcunst ances under which a security reviewis required are detailed
i n SECNAVI NST 5720. 44 and MCO 5510.9B and will be coordi nated through
the Public Affairs Ofice.

3. For information and appropriate references pertaining to Speci al
Access Prograns, material originating in a non-DoD departnent or
agency, restricted and fornmerly restricted data, North Atlantic
Treaty Organi zation material, cryptographic information, and Single
I ntegrated Operational Plan information, refer to chapter 9 of
SECNAVI NST 5510. 30A and chapter 8 of SECNAVI NST 5510. 36.

4, Distribution of all controlled unclassified information will be
per chapter 8, paragraph 8-4 of SECNAVI NST 5510. 36.

15001. DI SSEM NATI ON THROUGH JUDI CI AL PROCEDURES

1. Convening authorities through judicial proceedings wll make
every effort to declassify that classified material which will be
i ntroduced as evi dence.

2. If classified information is required for prosecution during a
trial, the officer exercising general court-martial jurisdiction wll
notify the Command Security Manager (B 054) so that appropriate
personnel security clearances can be granted per chapter 9 of

SECNAVI NST 5510. 30A.

15002. DI SSEM NATI ON TO DoD CONTRACTORS. Before disclosing any
classified information to a DoD contractor, releasing activities or
contractor commands nust determ ne that the contractor has a current
facility security clearance equal to or higher than the | evel of
classified information to be disclosed. This may be done using visit
request information and information provided by the Command Security
Manager (B 054).
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15003. DI SCLOSURE TO FOREI GN GOVERNMENTS, | NTERNATI ONAL

ORGANI ZATI ONS, AND CONGRESS. Authority for disclosure of classified
information to foreign governnents has been centralized in the Navy

I nternational Program O fice. Accordingly, the disclosure of classi-
fied information by oral, visual, or witten conmuni cations, or by
any other neans, to foreign governnents or international organiza-
tions nmust be authorized in witing. Requests and approval s/

di sapprovals will be processed via the Command Security Manager

(B 054).

15004. DI SSEM NATI ON OF | NTELLI GENCE. Prior to foreign

di ssem nation of classified information or rel ease of intelligence to
contractors, chapter 8 of SECNAVI NST 5510. 36 and ot her applicable
directives will be reviewed and the Command Security Manager (B 054)
notifi ed.
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CHAPTER 16

TRANSM SSI ON AND TRANSPORTATI ON

16000. BASIC POLICY. Cassified information will be transmtted in
the custody of an appropriately cleared individual or by an approved
systemor carrier per the provisions of chapter 9 of SECNAVI NST
5510. 36.

16001. TOP SECRET. Top Secret material is received via the Defense
Courier Service (DCS). The Base Top Secret Control Oficer (TSCO
and the designated assistant |located at the Cassified Materi al
Control Center (CMCC) are the official Top Secret couriers for this
Base.

16002. SECRET. Secret material will normally be transmitted via the
U.S. Postal Service (USPS) registered mail within and between the
U S and its territories subject to the guidelines contained in
Chapter 9 of SECNAVI NST 5510.36. For overni ght service, USPS Express
Mail is permitted with prior approval fromthe Base Adjutant.

Federal Express can be used to transmt secret and confidenti al
material and shall only be used when it is the nost cost-effective
met hod of transm ssion given the constraints of tinme, security, and
accountability. Federal Express and USPS registered mail can be

shi pped on Mondays through Thursdays to ensure that it is not stored

at unsecured facilities over a weekend.

16003. CONFI DENTI AL. Confidential material wll normally be
transmtted by Registered, First Class, or Certified mail per the
gui del i nes contai ned i n SECNAVI NST 5510. 36.

16004. TELEPHONE TRANSM SSION. Cl assified information will not be
transmtted over the tel ephone except as nay be authorized on approved
secure comuni cation circuits. The practice of stating "This is not a
secure line" is not a DON requirenent. DD Form 2056 decals wll be

pl aced on all official Base telephones to alert users not to discuss
classified information and that the tel ephones are subject to
monitoring at all times. Unless special equipnent is being used, there
is no reason to believe a line is secure. Therefore, any discussion of
classified information or "tal king around" classified material is

prohi bited and unnecessary with the availability of STU STE tel ephones.
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16005. RECEI PT SYSTEM

1. Transmt top secret material under a continuous chain of
receipts.

2. Secret material will be controlled by a signed receipt between
commands and ot her authorized addresses. Failure to sign and return
a receipt to the sender may result in a report of a possible
conprom se. Receipts are in the formof electronic signature via
Aut omat ed Security Control Program (ASCP), hard copy of a Cassified
Mat erial Control Form ASCP (figure 16-1), or OPNAV Form 5511/ 10.

3. Local receipts for confidential nmaterials are not required.

4. (Cassified mterial to be sent fromthis Base or its tenant
activities wll be turned in to the CMCC for processing and
forwarding. The CMCC is responsible for all receipts and
transmttals that will acconmpany the information. The receipt form
will be unclassified and contain only the information necessary to
identify the material being transmtted.

16006. TRANSM SSI ON OF CLASSI FI ED MATERI AL TO FOREI GN GOVERNVMENTS.
Refer to chapter 9 of SECNAVI NST 5510. 36 exhi bit 9A

16007. TRANSM SSI ON OF COVMUNI CATI ONS SECURI TY MATERI AL.

Communi cation Security Material wll be transmtted per CMVM5-21A
(NOTAL). Consult the Commands Staff CVMS Responsibility O ficer
(SCVBRO) and El ectroni ¢ Key Managenent System (EKMS) Manager prior to
transm ssion of this material.

16008. PREPARATI ON OF CLASSI FI ED MATERI AL FOR TRANSM SSI ON

1. Wen classified material is transmtted, enclose it in two
opaque, seal ed envel opes or simlar wappings, where size permts,
except as provided in paragraph 16008. 2 bel ow.

a. Fold or pack classified witten material so the text wll not
be in direct contact with the inner envel ope or container.

b. Show, on the inner envel ope or container, the address of the
receiving activity, highest classification of the material encl osed
i ncl udi ng, where appropriate, the "Restricted Data" marking and any
special instructions. Seal it carefully to mnimze the possibility
of access wi thout |eaving evidence of tanmpering. Attach the receipt
required for top secret and secret material.
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c. Do not put on the outer cover a classification marking, a
listing of the contents divulging classified information, or any
ot her unusual data or marks which mght invite special attention to
the fact that the contents are classified.

2. \Wenever the classified nmaterial being transmtted is too |arge
to prepare as in paragraph 16008.1 above, wap itemin two opaque
seal ed containers, such as boxes or heavy wappings. |If the
classified material is an internal conponent of a packaged item of
equi pnent, the outside shell or body may be considered as the inner
encl osure, which neans that the packaged item of equi pnent need only
be wr apped once.

16009. ADDRESSI NG

1. Address classified material to an official government activity or
DoD contractor and not to an individual. This requirenment is not

i nt ended, however, to prevent use of office code nunbers or such
phrases in the address as "Attention: M. Robert Allen," or simlar
aids in expediting internal routing, in addition to the organization
addr ess.

2. Consult the follow ng publications for conplete and correct
mai | i ng addresses and mailing instructions:

a. Standard Navy Distribution List, Part 1. contains the
official list of fleet and nobile units and their adm ni strative
addr esses.

b. Catalog of Naval Shore Activities, including Standard Navy
Distribution List, Part 2. contains the official list of shore
activities wwth conplete adm ni strative addresses.

3. The inner envel ope or container will show the address of the
receiving activity, the address of the sender, the highest
classification level of the contents, including all warning notices.
(See chapter 6, paragraphs 6-11 and 6-12 of SECNAVI NST 5510. 36.)

4. An outer envel ope or container will show the conplete and correct
address of the recipient and the return address of the sender.
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5. Care nust be taken to ensure that classified material intended
only for the U S. elenents of international staffs or other

organi zati ons are addressed specifically to those elenents and that
the correct address for classified nail is used for overseas

| ocations. At NOtinme will classified information of any type be
mai l ed to a post office box.

16010. GUARD MAIL. The use of guard mail to transmt classified
material of any kind is strictly prohibited, and will result in a
prelimnary investigation (Pl). See chapter 12 of SECNAVI NST
5510. 36.

16011. ELECTRONI C TRANSM SSI ON. Transm ssion of classified materi al
by standard Naval tel ecommunications or the Defense Message System
(DVB) is under the cognizance of the ACCS, G 6 MZB

16012. HANDCARRYI NG WTH N A COMWAND OR | MMEDI ATE ENVI RONS

1. Only the Conmmand Security Manager (B 054) will issue courier

aut hori zations. Every precaution nust be taken to prevent

unaut hori zed di scl osure when individuals are handcarrying classified
material within this Base in the pursuit of daily duties or outside
this Base in an official travel status.

2. \Wen classified material is being carried wwthin this Base or its
i mredi ate environs as part of normal duties, reasonable precautions
will be taken to prevent inadvertent disclosure. Reasonable
precautions include using an envel ope, file folder, or whatever
covering is needed to protect against casual observation of
classified information. The precautions are to be taken when the
novenent is fromone building to another, in an elevator, or through
publ i c areas.

3. If the novenent requires transportation other than wal ki ng,
double wap the classified naterial. A |ocked briefcase may be
consi dered the outer w apping, except when hand carryi ng aboard
commercial aircraft.

4. Because of the security risk inherent in handcarrying classified
material while in a travel status, off base authorization will only
be gi ven when:

a. The classified material is required at the traveler's
destinati on.
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b. The classified material is not available at the visited
desti nati on.

c. Because of tinme or other constraints, the classified materi al
cannot be transmitted by another authorized neans.

5. Requests to handcarry classified material aboard U S. flag
carrying commercial aircraft may be originated with departnent heads.
Requests will then be forwarded to the Command Security Manager via
the activity heads (designated security managers), and will contain
t he foll ow ng:

a. Full name of the individual and their enploying agency or
conmmand.

b. Mlitary/civilian picture identification card (DD Form 2) and
(DD Form 2/ OF55).

C. Dates classified material is to be carried, not to exceed
7 days.

d. Description of material to be carried (e.g., 3 sealed
packages, 9" x 8" x 24"), address, and sender.

e. Itinerary of travel, listing points of departure,
destinations, and known transfer points.

f. Level of classified material to be transported.

g. Destination point of contact (full nane, address, and
t el ephone nunber).

6. Upon receipt of the request containing all information |isted
above and the information to be transported, a courier letter
authorization will be conpleted. The designated courier will then

personal ly recei pt for the authorization at the MCB Security
Manager's O fice, Bldg. 3300, and receive the briefing as required by
SECNAVI NST 5510. 36.

7. A Universal Courier Authorization Card, DD Form 2501, has been
devel oped, and supersedes all other command devel oped couri er

aut hori zations except for the NAVI NTCOM 5510-69 (Rev 9-86), Sensitive
Conpartnented Information Courier Card. Use of DD Form 2501 is
mandat ory and exceptions or waivers fromtheir use will not be
granted. DD Form 2501 is authorization for |ocal CONUS and outsi de
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CONUS handcarry of classified material only and does not constitute
authority for handcarrying classified material on comrerci al

aircraft. In addition to DD Form 2501, a courier letter is necessary
for handcarrying classified information on comrercial aircraft. The
expiration date of DD Form 2501 will not exceed 36 nonths fromissue
dat e.

a. The Command Security Manager is responsible for the
procurenent, accountability, and issuance of all DD Form 2501 cards
for this Base and its tenant activities, except for HW-1. HWX-1
will be responsible for both DD Form 2501 cards and |l etter courier
aut hori zations involving HUW-1 personnel .

b. Activity security managers are responsi ble for ensuring
accountability of all classified material given to couriers
(i ncluding worki ng papers). Activity security managers are al so
responsi bl e for obtaining a signed briefing formfor retention upon
issuing classified material for handcarrying off station.

c. Couriers are responsible for signing a briefing form
acknow edgi ng an under standi ng of the regul ati ons governing the
handcarrying of classified material (figure 16-2). They are also
responsi ble for providing their activity security nmanagers with
inventories of classified material being handcarried fromthe
confines of this Base to another destination prior to departure.

16013. ADDI TI ONAL GUI DANCE. For additional information pertaining
to aircraft and the conduct of passengers, refer to chapter 9 of
SECNAVI NST 5510. 36.
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Classified Material Control Form
The Attached Material is Classified

Command Control Number ORIGINATOR
Received From: ENCLOSURES
Document Date:

Total Pages:

Copy Number:

Subject:

Short Title

Long Title

Document Routing
Route to Directorate: Intermediate Level Identification:
NAME Action | Date Signature Returned
Declassification Information

Reason for Classification or Exemption Catagory: Delassification Date:

Remarks:
REGISTERED #/COURIER # Command Control Number
Date Printed: The Attached Material is Classified:
6/17/99

Figure 16-1.--Classified Material Control Form
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COURI ER ADVI SORY

Person Assigned Courier Duty

Last Nane First Name M.
Card Nunber
Speci al Instructions:
1. | have reviewed and understand the provisions of chapter 16 of

MCBO 5510. 1B (I nformati on and Personnel Security Progran) and chapter
9 of SECNAVI NST 5510.36 (Information Security Program Regul ation).

2. | understand that classified materials will be placed in

unmar ked, doubl e-seal ed envel opes and will be in ny physical
possession at all times. The outer envelope will contain the address
of the command where the information originated and the nane of an
official to contact in the event of an energency. The inner envel ope
will be marked with the highest classification of classified materia
cont ai ned w thin.

3. An inventory of the docunent(s) to be transported and/or received
from anot her agency or activity will be given to the respective
security representative of the unit, activity, or organization with a
copy forwarded to the Command Security Manager (B 054).

4. The classified material nmust be in ny physical possession at al
times, unless proper storage at a U S. Governnent activity or
appropriately cleared contractor facility (continental U S. only) is
avai l able. Hand-carrying classified material on trips that involve
an overni ght stopover is not permtted w thout advance arrangenents
for proper overnight storage in a governnment activity or a cleared
facility. \When | surrender any package containing classified
material for tenmporary storage (e.g., overnight or during neals), |
must obtain a receipt signed by an authorized representative of the
contractor facility or governnment installation accepting

responsi bility for safeguarding the package.

Figure 16-2.--Courier Advisory.
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COURI ER ADVI SORY

5. | may not read, study, display, or use classified material in any
manner on a public conveyance or in a public place.

6. Wen the classified material is carried in a private, public, or
government conveyance, | will not store it in any detachabl e storage
conpartnent such as an autonobile |uggage rack, aircraft travel pod,
or drop tank.

7. Alist of all classified material carried or escorted by nme wll
be mai ntained by ny command. Upon my return, | nust account for al
classified material.

8. | will not renove classified information or material from
officially designated offices or working areas for the purpose of
wor ki ng on such materials during off-duty hours.

9. | hereby certify that | have been briefed on the special
requi renents of courier duty and have been given a copy of this
advi sory contai ning special instructions for courier authorization.

I ndi vi dual "' s Si gnature Dat e

Figure 16-2.--Courier Advisory Continued.
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CHAPTER 17

STORAGE AND DESTRUCTI ON

17000. BASIC POLI CY

1. Commanding officers, directors, and activity heads are
responsi ble for safeguarding all classified information within their
organi zations. They nust ensure that it is stored as prescribed in
chapter 10 of SECNAVI NST 5510.36. To the extent possible, areas in
which classified material are stored will be Iimted.

2. Report any weakness or deficiency in equipnent being used to
safeguard classified material in storage to the Command Security
Manager (B 054). Reports nust fully describe the weakness or
deficiency and how it was di scovered.

3. Val uabl es such as noney, jewels, precious netals, narcotics,
etc., will not be stored in the sane containers used to safeguard
classified material.

4. There shall be no external markings revealing the classification
| evel of information being stored in a specific security container,
vault, or secure room Priorities for enmergency evacuati on and
destruction shall not be marked or posted on the security container.
Thi s does not preclude the placing of required decals and necessary
informati on for other purposes.

17001. STORAGE REQUI REMENTS

1. Chapter 10 of SECNAVI NST 5510. 36 nust be reviewed prior to
storing classified material.

2. Each security container will have a Security Contai ner Records
Form Optional Form89 (figure 17-1). Security containers wll be
i nspected periodically. Records of inspection will be kept in the
cont ai ner .

3. Only approved filing cabinets will be used for storage of

classified materi al s.
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4. Field safes, one-drawer and two drawers |ightwei ght General
Services Adm nistration approved security containers are used primarily
for storage of classified material in the field and in transportable
assenbl ages. Such contai ners nmust be rendered non-portable (i.e.,
chained to a permanent fixture), or guarded to prevent theft.

5. Authorization to store classified material in any office space wll
be requested fromthe Command Security Manager (B 054). A Physical
Security Evaluation (PSE) will be conducted to determ ne the degree of
security afforded by the existing area, and to reconmend additi onal
security requirenents when necessary. No classified storage is

aut hori zed without this evaluation. Additional security containers
will not be procured until:

a. A PSE of existing equipnment and a review of classified
records on hand has been nade.

b. It has been determned that it would not be feasible to use
avai |l abl e equi prrent or to retire, return, declassify, or destroy a
sufficient volunme of records currently on hand to nake the needed
security storage space avail abl e.

6. "Locked/ Open" signs (Optional Form95) will be displayed on each
container that contains classified material to indicate whether the
container is |ocked or open.

7. The following statement will be attached to the front of al
security containers that are not being used for storage of classified
material: "TH S CONTAI NER NOT USED FOR STORAGE OF CLASSI FI ED
MATERI AL" .

17002. COMBI NATI ONS, LOCKS, AND KEYS

1. Quidance pertaining to conbinations, |ocks, and keys is contained
in chapter 10 of SECNAVI NST 5510. 36.

2. Conbi nation changes, neutralization of |ockouts and repairs, or

mai nt enance of security containers will be requested through the Base
Locksm th by subm ssion of a Wirk Request (Mintenance Managenent),
NAVFAC Form 9-11014/20. Only trained personnel with the appropriate
security clearance will make conbi nati on changes. Depending on the
avai lability of trained security personnel the Conmand Security Manager
(B 054) can provide assistance for changi ng conbi nati ons upon request.
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3. Records of conbinations will be sealed in a Security Contai ner

| nf ormati on Envel ope, SF 700 (figure 13-1), and kept on file at the
Classified Material Control Center (CMCC) by the Conmmand Security
Manager, nultiple envel opes will be maintained at SCP in a designated
mast er container. Conbination envel opes to naster containers and

vaul t/safe roons | ending access to master containers will be turned in
to the CMCC for safekeeping. The Secondary Control Point (SCP)
Custodian will inspect the SF 700 envel opes naintained in the naster

container nonthly for signs of tanpering. Part one of the SF 700 w ||
be attached inside of the container, visible to those who m ght find
the container left open. Al security containers will be identified
in Block 5 on the SF Form 700 by serial nunber. Do not identify any
security container sinply as, for exanple, “Safe #1.”

4. \Wen securing security containers, (vaults/strong roons, safes,
files, or cabinets) rotate dial or conbination | ock at |east four
conplete turns in the sanme direction when securing.

5. \When a container with a built in lock or a padlock is taken out
of service, the built-in lock will be reset to the standard

conbi nati on 50-25-50, and conbi nati on padl ocks will be reset to the
standard conbi nati on 10-20- 30.

17003. PROCUREMENT AND TURN-I N OF SECURI TY CONTAI NERS

1. New security containers will not be requested or requisitioned by
activity heads if simlar equipnment is available fromthe Assistant
Chief of Staff, G5.

2. \When GSA approved security containers are no |onger required or
are not being used for storage of classified material, the using

activity will turn in the container to the Assistant Chief of Staff,
G 5.

3. The Command Security Manager will nmaintain |istings of al
security containers used for the storage of classified material. The
Command Security Manager will be kept infornmed of all novenents,

change of possessions, and/or turn-ins of all approved security
cont ai ners between and anong di vi sions/activities/conmands.

17004. DESTRUCTI ON OF CLASSI FI ED | NFORVATI ON

1. Prior to the destruction of classified informati on, review
par agr aph 10-17 of SECNAVI NST 5510. 36.
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2. Destroy classified information no | onger required for operational
pur poses per SECNAVI NST 5212.5D. Destruction of classified information
shal | be acconplished by neans that elimnate risk of recognition or
reconstruction of the information.

3. Commanding officers will establish at |east 1 day each year as
“cl ean-out” day, when specific attention and effort are focused on
di sposition of unneeded cl assified and unclassified information.

4. Refer to CM5-1A and CMs-21A for the destruction of COVBEC
information. Refer to DoD 5105.21-M1 for destroying SCI, and
OPNAVI NST C5510. 101D for destroying NATO i nformation. For the
destruction of all AlI'S nedia use NAVSO P-5239- 26

5. The Directorate for Information Systens Security, National
Security Agency, provides technical guidance concerning appropriate
nmet hods, equi pnent and standards for the destruction of classified
el ectroni c nmedi a and processi ng equi pment conponents, e.g., floppy
di sks, zip disks, jazz drive disks, CD ROM disks, hard drives, and
magneti c tapes (audio, video and data). Once this nediumtype is
associated with a classified source it is forever classified and the
CMCC is the only authorized activity to inplenment the destruction of
such information

17005. DESTRUCTI ON METHODS AND STANDARDS

1. Various nethods and equi pnrent may be used to destroy classified
information that include burning, cross-cut shreddi ng, wet-pul ping,
mutil ation, chem cal deconposition, or pulverizing.

2. A crosscut shredder shall reduce the information to shreds no
greater than 3/64 inch wide by 1/2 inch long. Strip shredders will
no | onger be used for the destruction of classified information.
Strip shredders and other shredders in use that do not neet the

m ni mum st andards for the destruction of classified material wll
have the follow ng statement visibly attached, “TH S SHREDDER | S NOT
AUTHORI ZED FOR THE DESTRUCTI ON OF CLASSI FI ED | NFORVATI ON.

3. Pulverize machines and disintegrators nust have a 3/32 inch or
smal | er security screen.

4. Pul ping (wet process) devices with a 1/4 inch or smaller security
screen may be used to destroy classified water-soluble material.
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5. The CMCC has an industrial shredder for the destruction of |arge
anounts of classified informati on. However, the foll ow ng
restrictions apply:

a. Only secret and confidential information nay be destroyed.
The shredding of unclassified information described in paragraph
17007 wi Il not be authorized.

b. Itens nust be free of all netal, (i.e., paperclips and al
fasteners); no cardboard or hard back folders. No soft or hard
plastic itens of any kind will be placed in the shredder for

destructi on.

c. To ensure that the equi pnent is operated properly, a
representative fromthe CMCC nust be present at all tinmes. SCPs are
to provide their own transportation for material and personnel to
conduct the destruction.

d. Destruction tinmes will be schedul ed by appoi ntment only.

17006. DESTRUCTI ON PROCEDURES

1. Strict adherence to the procedures for the destruction of
classified material and the nmethods of the destruction contained in
chapter 10 of SECNAVI NST 5510.36 and this manual will be observed.

2. Arecord of destruction is required for Top Secret information.
The use of OPNAV 5511/12, “Classified Material Destruction Report,”
is no longer required. See paragraph 10-19 of SECNAVI NST 5510. 36 for
current nethods of destruction.

3. Per SECNAVI NST 5510.36, a record of destruction is not required
for Secret and Confidential information; however, at MCB, Quantico, a
requi renent for reporting the destruction of Secret information wll
be in effect. Al information being controlled under the Autonated
Security Control Program (ASCP) will be destroyed as foll ows:

a. Wen controlled secret docunent(s) are destroyed at the SCP
| evel, a destruction report wll be generated via the ASCP, and
forwarded to the Docunent Control Section (DCS) at the CMCC. The
destruction report nust be signed and witnessed by the appropriately
cl eared personnel as the information is placed into the burn bag or
actually destroyed. Retain a signed copy of the report until those
docunent (s) destroyed no | onger appear in the SCP database, or for 2
years.
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b. Wen controlled secret docunents are to be destroyed by the
DCS at the CMCC, print a destruction report via the ASCP and forward
to the DCS, along with the docunent(s)/ material to be destroyed. The
SCP retains a signed copy of the report until those docunent(s)
destroyed no | onger appear in the SCP database, or for a period of 2
years.

4. \Wen secret nmessage traffic, working papers, and all other
classified docunents not controlled by the ASCP are destroyed, use
OPNAV 5511/12 and retain locally for 2 years. Confidential nmateri al
and classified waste do not need a record of destruction. However,
it is highly recoomended that a record of destruction be nade and
retai ned by the custodian for protection of that individual and this
Base.

5. North Atlantic Treaty Organi zati on (NATO secret and confidenti al
destruction reports nmust be recorded on a separate OPNAV Form 5511/12
and forwarded to the Command Security Manager (NATO Control Poi nt
Oficer) for forwarding to the CMC Sub registry. Records of
destruction will be retained for 2 years.

17007. DESTRUCTI ON OF UNCLASSI FI ED MATERI AL

1. Destroy record copies of FOUO, SBU, DoD UCNI, DOE UCNI, Sensitive
(Computer Security Act of 1987), and uncl assified technical docunents
assigned distribution statenents B through X, per SECNAVI NST 5212. 5D,
Navy and Marine Corps Records Disposition Manual, 22 Apr 98. Non-
record copies may be shredded or torn into pieces and placed in trash
containers. Records of destruction are not required.

2. Destroy Unclassified Drug Enforcenent Adm nistration Sensitive
| nformati on and Naval Nucl ear Propul sion Information (NNPI) in the
sanme manner approved for classified information.

3. Unclassified material, including formally classified materi al

t hat has been declassified, For Oficial Use Only (FOUO nmaterial,
and uncl assified nmessages do not require the assurance of conplete
destruction.

4. Contrary to w despread opinion, there is no security policy
requiring destruction of unclassified nessages (except NNPI).
Teari ng nessages into pieces (as is done with FOUO nmateri al),

def aci ng them before discarding, or using classified destruction
nmet hods are anmong the choices left to conmanding officers and
activity heads.
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Figure 17-1.--Sanple Security Container Records Form
(Optional Form 89).
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CHAPTER 18

| NDUSTRI AL SECURI TY PROGRAM

18000. BASI C POLI CY

1. Chapter 11 of SECNAVI NST 5510.36 will be utilized as a source
reference docunent for the Industrial Security Program

2. Commandi ng officers shall establish an Industrial Security
Programif their commands engage in classified procurenment or when
cl eared DoD contractors operate within areas under their direct
control. Command security procedures shall include appropriate

gui dance, consistent with this regulation, to ensure that classified
information released to industries is safeguarded.

3. Commandi ng officers responsible for the acquisition of classified
def ense systens shall conply with the requirenents of DoD 5200. 1- M
whi ch establishes policy and assigns responsibilities for identifying
and protecting classified information or controlled unclassified
information that has been identified as critical to the conbat

ef fecti veness of systens being devel oped within the DON acquisition
pr ogr ans.

4. Commandi ng officers responsible for the acquisition of classified
def ense systens shall develop a Program Protection Plan (PPP) to
fulfill the requirenents of DoD 5200.1-M Because contractor
facilities are included, cleared DoD contractors nmay assist in

devel oping the PPP for a classified contract. Requirenents |evied on
contractors in the PPP shall be conveyed in the contract docunent
itself or on the Contract Security C assification Specification Form
DD Form 254 (see figure 18-1).

18001. AUTHORITY

1. Executive Order 12829, National Industrial Security Program
(NISP), 6 Jan 93, established the NISP for safeguarding information
rel eased to industry classified under Executive Order 12958,
Classified National Security, or its successor or predecessor orders,
and SECNAVI NST 5510. 30A. This regulation inplenents the requirenents
of the NISP within the DON. Provisions of this regulation rel evant
to operations of cleared DoD contractor enployees entrusted with
classified information shall be applied by contract or other legally
bi ndi ng i nstrunent.

18-3



18002 | NFORMATI ON AND PERSONNEL SECURI TY PROGRAM

2. DoD 5200.1-Minposes the requirenents, restrictions, and safe-
guards necessary to prevent unauthorized disclosure of classified
information rel eased by U S. Government Executive Branch departnents
and agencies to their contractors.

3. DoD 5220.22-M Supp 1 inposes requirenents, restrictions, and

saf eguards necessary to protect special classes of information beyond
t hose established in the baseline portion of reference DoD 5220. 22-M

18002. | NDUSTRI AL SECURI TY M SSI ON

1. The chief operating officer for Defense Security Service (DSS)
oversees DoD inplenmentation of the NI SP through 12 Operations

| ocations (OPLOCs) throughout the CONUS. An additional OPLOC will be
established to oversee the international aspects of the N SP
(formerly known as O fice of Industrial Security International).
OPLQCs provide adm nistrative assistance and policy guidance to | ocal
DSS field el enents charged with security oversight of cleared DoD
contractors located in CONUS that performon classified contracts.
Consult the DSS Honepage at http://ww.dss. m| for information
pertaining to various DSS functions.

2. DSS, Qperations Center Colunbus (OCC) grants personnel clearances
to individuals in private industry who require access to classified
information in order to performtheir jobs. The OCC al so grants
Facility (Security) Cearances (FCL) within the NI SP, refers cases

wi th major adverse information to the Defense O fice of Hearings and
Appeal s for adjudication, processes overseas visit requests, and
responds to requests for information regardi ng personnel clearances
and FCL applications, and facility storage capability.

18003. CLEARANCE UNDER THE NI SP. An enpl oyee of a contractor
granted an FCL under the NI SP may be processed for a personnel

cl earance when the contractor determ nes that access is essential in
the performance of tasks or services related to a classified contract
or an | R&D Program (see chapter 8, paragraph 8-8 of SECNAVI NST

5510. 30A) for contractor granted cl earances, Interim Secret and
Confidential personnel clearances, Limted Access Authorizations
(LAA), and adverse information reporting).
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18004. DSS AND COMVAND SECURI TY OVERSI GHT OF CLEARED DoD CONTRACTOR
OPERATI ONS

1. Shi pboard. Onboard ship cleared DoD contractor enployees have
visitor status and shall conformto the requirenents of this and
command security regulations. C eared DoD contractors shall submt
witten requests to the conmmanding officer who wll then grant
approval for classified visits by enployees to the ship.

2. Shore Installations. Commanding officers shall establish or
coordi nate security oversight over classified work carried out by

cl eared DoD contractor enployees in spaces controlled or occupied at
DON shore installations. Command oversight shall be carried out by
exerci sing one of the follow ng options:

a. The commandi ng officer requests, in witing, that the DSS OCC
grant the contractor an FCL and that DSS assune security oversight.

b. The commandi ng officer requests, in witing, that the DSS OCC
grant the contractor an FCL with the command retaining security
oversight. Conmands shall conduct periodic reviews and forward a
copy of the Industrial Security Inspection Report to the DSS OPLCC
whi ch exerci ses geographic jurisdiction over the installation.
Contractors granted an FCL under these first two options assune the
status of a tenant activity.

c. The commanding officer determ nes that the contractor is a
short or long-termvisitor and decides that an FCL is not warranted.
Contractor enployees shall conformw th conmand security regul ations
and shall be included in the command Security Education Program

3. Of-site Locations. Wen contractors performwork at |ocations
ot her than the command awardi ng the contract, the awardi ng command
shall informthe new host. Forward to the host command a copy of the
notification of contract award, a copy of the DD 254, and ot her

perti nent docunents.

4. DON Overseas Locations. Local commands that award classified
contracts requiring performance by cleared DoD contractors at DON
overseas |l ocations shall ensure that SECNAVI NST 5510.36 is enforced
in all aspects of contract security adm nistration.
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18005. FACILITY ACCESS DETERM NATI ON (FAD) PROGRAM

The Internal Security Act of 1950 entrusts conmanding officers to
protect persons and property against the actions of untrustworthy
persons. SECNAVI NST 5510. 36 confirms the FAD Programwi thin the DON to
assi st commands in making trustworthiness determ nations on contractor
enpl oyees for access eligibility to controlled unclassified information
or sensitive areas and equi prment under DON control. Trustworthiness
determ nations pertain to unclassified contracts for various services
(e.g., janitorial, guards, equi prment mai ntenance). Comrmands shall take
t he necessary steps to include the conditions of the FAD Programin the
specifications of all contracts needing trustworthi ness determ nations,
thereby elimnating the necessity to award a classified contract for
perform ng services only. SECNAVI NST 5510. 30A addresses specific

requi renents for adm nistering the FAD Program

18006. CONTRACT SECURITY CLASSI FI CATI ON SPECI FI CATI ON (DD 254)

Commandi ng of ficers shall ensure that a DD 254 is incorporated into
each classified contract. The DD 254, with its attachnents,

suppl ements, and incorporated references, is designed to provide a
contractor wwth the security requirenents and cl assification gui dance
needed for performance on a classified contract. An original DD 254
shall be issued with each request for proposal, other solicitations,
contract award, or followon contract to ensure that the prospective
contractor is aware of the security requirenents and can pl an
accordingly. A revised DD 254 shall be issued as necessary during the
lifetime of the contract when security requirenents change. A final DD
254 shall be issued on final delivery or on termnation of a classified
contract. (See figure 18-1 for a sanple DD 254.)

18007. CONTRACTI NG OFFI CER S REPRESENTATI VE (COR) | NDUSTRI AL
SECURI TY RESPONSI BI LI TI ES

1. Paragraph 2001 identifies the appointnment of a qualified security
specialist as a COR

2. The follow ng industrial security responsibilities are normally
assigned to the COR but are not Ilimted to the foll ow ng:

a. Review statenent of work to ensure that access to or receipt
and generation of classified information is required for contract
per f or mance.

b. Validate security classification guidance, conplete, and sign
the DD 254:

18-6



| NFORMVATI ON AND PERSONNEL SECURI TY PROGRAM 18008
(1) Coordinate review of the DD 254 and classification
gui dance.
(2) Issue a revised DD 254 and ot her gui dance as necessary.

(3) Resolve problens related to classified information
provided to the contractor.

c. Provide, when necessary, in coordination with the program
manager, additional security requirenents beyond those required by
this regulation in the DD 254 or the contract docunent itself.

d. Initiate all requests for FCL action with the DSS OCC.

e. Verify the FCL and storage capability prior to rel ease of
classified infornation.

f. Validate justification for Interim Top Secret Personnel
Cl earance Level s and FCLs.

g. Validate and endorse requests submitted by industries for
LAAs for non-U.S. citizen enployees of cleared contractors.

h. Coordinate, in conjunction with the appropriate transporta-
tion elenent, a suitable nmethod of classified shipnent when required.

i. Reviewrequests by cleared contractors for retention of
classified informati on beyond a 2-year period and advi se the
contractor of disposition instructions or issue a final DD 254.

J]. Certify and approve Registration For Scientific and Techni cal
I nformation Services requests (DD 1540).

k. Review reports of security violations and conprom ses within
i ndustries and forward to program managers.

1. Ensure that tinely notice of contract award is given to host
commands when contractor performance in required at other |ocations.

18008. TRANSM SSI ON OR TRANSPORTATI ON

1. Appropriately cleared and desi gnated DoD contractor enpl oyees may
act as couriers, escorts, or handcarriers provided that:

a. They have been briefed by their facility security officer on
their responsibility to account for and safeguard classified
i nformation;
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b. They possess an identification card or badge which contains
t heir nane, photograph, and the conpany nane;

c. Enployees retain classified information in their personal
possession at all tines. Arrangenents shall be made in advance of
departure for overnight storage at a U. S. Governnent installation or
at a cleared contractor's facility that has appropriate storage
capability; and,

d. The transmi ssion or transportation neets all other require-
ments specified in chapter 16 of this nanual

2. Appropriately cleared DoD contractors may use the Ceneral
Services Adm nistration comercial contract carrier for overnight
delivery of Secret and Confidential information to U S. Gover nnment
agencies within CONUS when procedures have been formally approved by
the Defense Security Service OPLOC prior to starting such

transm ssions (see ISL 97-1, Industrial Security Letter, Jul 97).

3. To address the follow ng subjects, refer to chapter 11 of
SECNAVI NST 5510. 36.

a. Contractor Badges.

b. Contractor Facility C earances.

c. Disclosure.

d. Release of Intelligence to Cleared DoD Contractors.
e. Prohibited Rel ease of Intelligence.

f. Sanitization of Intelligence.
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DEPARTMENT OF DEFENSE

to all security aspects of this effort.)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD Industrial Security Manual apply

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

b. LEVEL OF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (x and complete as applicable)

a. PRIME CONTRACT NUMBER

a. ORIGINAL (Complete date in all cases)

Date (YYMMDD)

b. SUBCONTRACT NUMBER

b. REVISED (Supersedes | Revision No.

all previous specs)

Date (YYMMDOD)

¢ SOLICITATION OR OTHER NUMBER Due Date (YYMMDO)

€. FINAL (Complete item 5 in all cases)

Date (YYMMODO)

4. IS THIS A FOLLOW-ON CONTRACT? YES

Classified material received or generated under

I NO. If Yes, complete the following:

(Preceding Contract Number) is transferred to this follow-on contract

5. IS THIS A FINAL DD FORM 254?

In response to the contractor’s request dated

I YES I NO. If Yes, complete the following:

. retention of the identified classified material is authorized for the period of

. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)

NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE c

COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

~

SUBCONTRACTOR

NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE 3

COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION

b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:

a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION

NO

a. HAVE ACCESS TO _CLASSIFIED IN A NOTHER CONTRACTOR™S
FACILITY OR A GOVERNMENT ACTIVITY

b. RESTRICTED DATA

b. RECEIVE CLASSIFIED DOCUMENTS ONLY

¢.  CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

¢.  RECEIVE AND GENERATE CLASSIFIED MATERIAL

d. FORMERLY RESTRICTED DATA

d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

e INTELLIGENCE INFORMATION:

e. PERFORM SERVICES ONLY

(1) Sensitive Compartmented Information (SCI)

T HAVE ACCESS 10 U3 _CLASSIFIED mFOWK‘I'Tp‘N‘DU‘I’ETb: THE US.,
PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES

(2) Non-5C1

AUTHORI ERVI N L INFORMATI:
CENTER (DTIC) OR OTHER.SECONDARY DISTRIBUTION CENTER

f.  SPECIAL ACCESS INFORMATION

h. REQUIRE' A COMSEC ACCOUNT

g.  NATO INFORMATION

i.  HAVE TEMPEST REQUIREMENTS

h. FOREIGN GOVERNMENT INFORMATION

j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

i.  LIMITED DISSEMINATION INFORMATION

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

j- FOR OFFICIAL USE ONLY INFORMATION

k. OTHER (Specify)

I OTHER (Specify)

DD Form 254, DEC 90

Previous editions are obsolete.

Figure 18-1.--Sanple Contract Security C assification
Specification (DD 254).

S/N 0102-LF-011-5800 805340
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12. PUBLIC RELEASE. any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial
Secung_z Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release

Direct Through (Spexify):

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
* In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classitied effort is identified below. If any difficulty is encountered in applying this guidance or if any other
contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recos changes; to ge the guid: or the classification
assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final
decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or
farward under . any de i ts referenced herein. Add additional Ppages as needed to provide complete guidance.)

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract (If ves, identify the [ l Yes ! No
pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide
a copy of the requirements to the cognizant security office. Use Item 13 if additional space is needed.)

—
15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If Yes, explain and identify specific Yes I No
areas or elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢.  TELEPHONE (Include Area Code)

d. ADDRESS (Indude Zip Code) 17. REQUIRED DISTRIBUTION

a. CONTRACTOR

b. SUBCONTRACTOR

¢ COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

18- 10

& SIGNATURE d. US. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

e.  ADMINISTRATIVE CONTRACTING OFFICER

f.  OTHERS AS NECESSARY

DD Form 254 Reverse, DEC 90

U.S. GOVERNMENT PRINTING OFFICE: 1994—504-079/00376

Figure 18-1.--Sanple Contract Security C assification
Specification (DD 254) (Continued).
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CHAPTER 19

LGSS, COVPROM SE, AND OTHER SECURI TY VI OLATI ONS

19000. BASIC POLICY. There are two types of security violations.
One results in a conprom se or a possible conprom se of classified
information. The other is when security regul ations are viol ated but
no conprom se occurs. Conprom se is the disclosure of classified
information to a person who is not authorized access. Security

vi ol ations of either type nust be reported to the Comdr MCB (B 054),
where a vigorous investigation will be initiated and the probl ens
causing the violation corrected rather than covered up. Anplifying
instructions are contained in chapter 12 of SECNAVI NST 5510. 36.

19001. DI SCOVERY OR SUBJECTI ON TO COVPROM SE

1. Any individual who becones aware of a conproni se or subjection to
conprom se of classified information will imrediately notify the
activity security manager, activity head, and the custodian. Once
notified, all pertinent information will be reported to the Condr MCB
(B 054) as soon as possible by tel ephone. A brief, typed report of
the violation will be made by the responsible activity head to the
Comdr MCB (B 054) via the operational chain of conmand by 1600 the
foll ow ng workday. This report wll briefly address the

ci rcunst ances causing the incident, pinpoint responsibility, and
attenpt to determ ne the degree of conpromse. |In the event an open
security container is found, a 100 percent inventory of the container
contents will be made, and a copy of said inventory forwarded to the
Comdr MCB (B 054) and to the Head, Classified Material Control Center
(eveo) .

2. Upon receipt of a report, the Comdr MCB (B 054) will direct a
prelimnary inquiry per paragraph 12-2.2 of SECNAVI NST 5510. 36.

Normal ly, this inquiry will be conducted by the activity having
custodial responsibility of the material. However, as circunstance
dictate, an inquiry may be conducted by a person not attached to the
reporting activity. \When investigative support is required or

ci rcunst ances warrant the use of trained investigators, the Condr MCB
(B 054) may request that Naval Crimnal Investigative Service
personnel assist in or conduct the prelimnary inquiry. Wen a
prelimnary inquiry is directed, the inquiry will be conpleted
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qui ckly, usually within 72 hours. The Comdr MCB (B 054) will, upon
recei pt, conply with the guidance set forth in chapter 12 of
SECNAVI NST 5510. 36.

3. Upon conpletion of the prelimnary inquiry, the Comdr MCB (B 054)
will determne if a command investigation is warranted. The A/ICS G 1
MCB wi || sel ect proposed investigating officers and forward the

determ nation the ¢S MCB, who will issue the convening order. The
convening order nust recite the specific purpose of the inquiry. The
appoi nted investigating officer will conduct his investigation per

chapter 12 of SECNAVI NST 5510.36. The reference is available in the
of fice of the Conmand Security Manager, MCB

4. The overriding priority, upon receiving a report of conprom se or
subjection to conpromse is to regain custody of the classified
i nformation, and or contain spillages where possible.

19002. OTHER SECURI TY VI OLATIONS. Security violations occurring
during or after normal duty hours will be imrediately reported to the
activity security manager and activity head. A followp report wll
be made as soon as possible to the Comdr MCB (B 054) via tel ephone.

A conplete typed report of the violation will be nmade by the activity
head to the Condr MCB (B 054) via the chain of conmand by 1600 the
following day. This action will require hand carrying of the report
(“wal k through” procedures).

19003. UNSECURED CONTAINERS. If a container in which classified
material is stored is found unlocked in the absence of assigned
personnel, report the incident immedi ately to the duty officer. The
| ocation will be guarded until the duty officer arrives at the

| ocation of the unlocked container. The duty officer will then
inspect the classified material, |ock the container, and nmake contact
with the person responsible for the container, requiring themto
return to make a conplete inventory. A copy of the inventory will be

forwarded to the Conmdr MCB (B 054) and to the Head, CMCC (B 054).
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19004. | MPROPER TRANSM SSI ON.  Wien an activity aboard this Base
receives classified material which shows inproper handling, notify
the Comdr MCB (B 054) so that imedi ate notification to the CO of the
sendi ng activity can be nade.

19005. | NFORVATI ON SYSTEMS. I n addition to the above, any security
vi ol ations involving a conmputer, conputer system network (SIPRNET/
NIl PRNET), or other electronic nedia nust be inmediately reported to
the Informati on Systens Security Manager, G 6, MCB, Quanti co.
Exanpl es of such violations are inproperly marked cl assified di sk,
CDs, spillage, receipt of inproperly transmtted materials, etc..

| medi ate reporting cannot be over enphasi zed due to the nature of
the violation and how qui ckly sone violations can spread if not

i mredi atel y cont ai ned.
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